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) PUBLIC
LabMD, Inc., )
a corporation. ) ORAL ARGUMENT
) REQUESTED

RESPONDENT LABMD, INC.’S MOTION FOR A PROTECTIVE ORDER

Pursuant to Federal Trade Commission Rule 3.31(d), 16 C.F.R. § 3.31(d), Respondent
LabMD, Inc. hereby moves the Administrative Law Judge for a protective order. This motion is
supported by the attached exhibits and accompanying memorandum. Respondent respectfully

requests a hearing on all issues raised in this motion.
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

) DOCKET NO. 9357
In the Matter of )
) PUBLIC
LabMD, Inc., )
a corporation. ) ORAL ARGUMENT
) REQUESTED

RESPONDENT LABMD, INC.’"S MEMORANDUM IN SUPPORT OF MOTION FOR A
PROTECTIVE ORDER

Petitioner LabMD, Inc. (“LabMD”) hereby moves the Administrative Law Judge, under
16 C.F.R. § 3.31(d), to issue a protective order limiting or barring the more than twenty (20)
third-party subpoenas for testimony and more than fifteen (15) third-party subpoenas for
documents issued to LabMD’s current and former employees, clients, and IT service providers.'

FACTS

LabMD provides doctors with cancer-detection services. Its patient-information data-
security practices are regulated by the Health InsurangPortability and Accountability Act of
1996 (“HIPAA”) and the Health Information Technology for Economic and Clinical Health Act

(“HITECH”). LabMD has not violated these laws.

' This motion concerns the subpoenas issued to Allen Truett, 21* Century Oncology, Alison
Simmons, Automated PC Technologies, David Lapides, Cyprus Communications, Eric Knox,
Erick Garcia, Jeff Martin, Forensic Strategy Services, Karalyn Garrett, Josie Maldanado, John
Boyle, Karina Jestes, Lawrence Hudson, Jeremy Dooley, Managed Data Solutions, Matt Bureau,
MasterCard Worldwide, Patrick Howard, ProviDyn, Robert Hyer, Rosalind Woodson,
Sacramento Police Dept., Sandy Springs GA Police Depart., Scott Moulton, Trend Micro, Inc.,
US Bank Nat’l Ass’n, Chris Maire, Visa Inc., Michael Daugherty, and Southeast Urology
Network. The subpoenas are attached as Exhibit 1. The FTC has already deposed Mr.
Daugherty and Mr. Boyle.
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FTC notified LabMD on January 19, 2010, of a “non-public inquiry into LabMD, Inc.’s,
compliance with federal law governing information security” because an internet security
company called Tiversa Holding Corp. (“Tiversa”) had illicitly taken a LabMD patient
information file (“PI file”) and given it to FTC after LabMD had turned down Tiversa’s new
business pitch. FTC did not specify the regulations LabMD violated because FTC had not
promulgated any.

On February 24, 2010, LabMD produced over 5,000 pages of documents. More were
sent on June 4 and again on July 16. On July 23, LabMD’s principals were examined by the
FTC counsel. On August 30, LabMD produced another 925 pages. On February 23, 2011, the
FTC demanded more, and LabMD complied on May 16 and May 31. On December 11, the FTC
issued formal civil investigative demands (the “CIDs”). LabMD petitioned to quash.
Commissioner Brill denied this and LabMD appealed. Three Commissioners affirmed
Commissioner Brill’s ruling, but Commissioner Rosch dissented, saying:

Tiversa...has a financial interest in intentionally exposing and capturing
sensitive files on computer networks,... Tiversa used its robust, patented
peer-to-peer monitoring technology to retrieve [LabMD’s file], and then
repeatedly solicited LabMD...long before Commission staff contacted
LabMD. In my view...the Commission should avoid even the appearance
of bias or impropriety by not relying on such evidence or information in
this investigation.

FTC petitioned for an order in the U.S. District Court for the Northern District of
Georgia. The Court said that “there is significant merit to...[LabMD’s] argument that Section 5

does not justify an investigation into data security practices and consumer privacy issues....”?

2FTCv. LabMD, Case No. 1:12-¢v-3005-WSD, at *6-7 (N.D. Ga. Nov. 26, 2012).
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But it upheld the CIDs, leaving LabMD to endure two more investigative hearings,’ producing
yet more documents,

On August 28, 2013, FTC issued a Complaint against LabMD alleging that it “failed to
provide reasonable and appropriate security for personal information on its computer networks.”
FTC did not name an individual complainant and has not discovered anyone harmed by this
alleged failure. Despite LabMD’s admitted compliance with HIPPA and HITECH and the
massive discovery already undertaken, FTC is now using discovery tactics that would not be
tolerated by any Article III court to ruin LabMD’s reputation and business.*

ARGUMENT

The third-party subpoenas wrongfully overwhelm, harass, and embarrass LabMD. While
the FTC may obtain “discovery to the extent that it may be reasonably expected to yield
information relevant to the allegations in the complaint, to the proposed relief, or to the defenses
of any respondent™ it is prohibited from abusing this power.® But this is precisely what FTC has
done, for the third-party subpoenas are filled with irrelevant, overly-broad, and oppressive
requests and demands for duplicative information that is more easily obtained from LabMD
itself.

FTC is retaliating against LabMD for its CEO’s criticism of the FTC in his recent book,
The Devil Inside the Beltway. Nothing else explains why the FTC would issue more than thirty-

five (35) subpoenas at issue here. Instead of standing on the strength (or lack thereof) of its

3 FTC seeks to depose both witnesses again. Cf. FRCP 30(a)(2)(A)(ii)(leave of court required).

* LabMD’s counsel suggested the parties agree to ten depositions per side, tracking FRCP
30(a)(2)(A). FTC refused, instead noticing twenty depositions across the country.

316 C.F.R. § 3.31(c)(1); see FTC v. Anderson, 631 F.2d 741, 745 (D.C. Cir. 1979).

16 C.F.R. § 3.31(d).
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Complaint, the FTC seeks to crush LabMD by using its vast resources to harass through abusive
discovery tactics.”

1. The third-party subpoenas are substantially unnecessary and irrelevant.

Discovery must “reasonably be expected to yield information relevant to the allegations
of the complaint, to the proposed relief, or to the defenses of any respondent.”® Third-party
subpoenas must have a stronger showing of relevance than party discovery,” for courts attach
greater significance to sweeping nonparty discovery.'® The subpoenas must seek “generally
relevant” information and relevancy is determined by laying the subpoena alongside the
pleadings."!

Because no one was “injured” by Tiversa taking the PI file (except for LabMD), the
Complaint was issued without a complaining witness.'> Essentially, it alleges that LabMD
“failed to provide reasonable and appropriate security for personal information on its computer
networks” because Tiversa took the PI file."® It says LabMD engaged in practices “that, taken
fogether, failed to provide reasonable and appropriate security for personal information on its
computer networks”; its “information security program” was not “comprehensive” and it did not
use “readily available measures” for e-mail security; it did not “use readily available measures

to identify commonly known or reasonably foreseeable security risks” and “could not

7 See FRCP 16, 26(b)(2),30(2)(2),40(c).
816 CFR. § 3.31(c)(1); see Anderson, 631 F.2d at 745.
? Echostar Communications Corp. v. News Corp., 180 F.R.D. 391, 394 (D. Colo. 1998); Bio-

Vita, Ltd. v. Biopure Corp., 138 F.R.D. 13, 17 (D. Mass. 1991)(usual relevance standard doesnot

a(Pply to nonparties).

19" See, e.g, Concord Boat Corp. v. Brunswick—Corp., 169 FR.D. 44, 48-49 (S.DN.Y.
1996)(nonparty witness entitled to consideration of expense and inconvenience).

" In the Matter of Rambus Incorporated, 2002 FTC LEXIS 90, *4-5 (Nov. 18, 2002)(quoting In
re Kaiser Aluminum & Chemical Corp., 1976 FTC LEXIS 68, at *4 (Nov. 12, 1976)).

'2 The Complaint is attached as Exhibit 2.

13 Id. at 99 10 (emphasis added).
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adequately assess” data-security risks; it “did not use adequate measures,” “did not adequately
train employees,” and “did not employ readily available measures” relating to data-security;

and it “could have corrected its [alleged] security failures at relatively low cost using readily

available security measures.”"*

b 1Y 99 4¢

The Complaint does not define what is “adequate,” “readily available,” “reasonably
foreseeable,” “commonly known,” or “relatively low cost.” It does not specify the regulations

LabMD violated or what of LabMD’s alleged failures, “taken together,” violate Section 5. It

does not allege that LabMD’s claimed “security failures” caused any so-called “consumers” to.
suffer economic injury."

The Complaint says that LabMD’s “Day Sheets and a small number of copied checks”
were found by the Sacramento Police “in the possession of individuals who pleaded no contest”
to identity theft charges.'® But it does not allege this causéd LabMD’s “consumers” injury,
speculating only that this “may indicate” such theft.!” |

FTC’s irrelevant third-party discovery falls into three categories:

1. Requests about the Sacramento incident;
2. Requests that are overfy broad in time or as to the Complaint’s allegations;
3. Requests regarding contracts.

The Sacramento incident involved a criminal case where Erick Garcia and Josie

Maldonado were found with LabMD batient information “Day Sheets.” They pled “no contest”.

to the unauthorized use of personal identifying information. The Day Sheets were available only

“Id. at 9 10-11 (emphasis added).
15 See id. q11, §917-20.

1 1d. at 21.

1.
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in hard copy, not on LabMD’s computer network.'® Discovery of the Sacramento incident is not
“strongly relevant” to LabMD’s computer network security and all subpoenas with respect
thereto, including Erick Garcia, Karalyn Garnett, Josie Maldanado, and the Sacramento Police
Department, should be barred.

Furthermore, all subpoenas requesting documents outside of the relevant time period of
2005-2008 are overly broad. FTC cannot show that documents outside this timeframe are
relevant, and certainly not strongly relevant, to appropriate computer network security.
Therefore, they should be barred.

FTC’s request for “all communications between you and LabMD” is not reasonably
limited to the Complaint’s allegations and should be barred.

FTC seeks discovery of technology and software that LabMD used and currently uses to
secure its computer network. However, the parties do not dispute how and when Tiversa took
the PI file, as Commissioner Rosch explained; thus, LabMD’s technology and software, other
than that in place at the time of the events in Complaint paragraphs 17-20, is irrelevant and
discovery with respect thereto should be barred.

FTC requests information regarding IT contract services. However, the agreements
LabMD had or has with its IT service providers will not shed any new light on the Complaint’s
allegations. Thus, all such requests should also be barred.

2. The discovery is duplicative.

Third-party discovery may not be “duplicative”'® and shall be limited where the “burden

and expense of the proposed discovery on a party or third party outweighs its likely benefit.””2

18 See Affidavit of Michael Daugherty, attached as-Exhibit 3.
16 C.F.R. § 3.31(¢)(2)(0).
216 C.F.R. § 3.31(c)(2)(ii).
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Here, the documents and depositions sought by the FTC are duplicative, and the burden and

expense outweighs the likely benefit, so a protective order is warranted.

The FTC has requested thousands of documents from dozens of parties, many of which

have already been provided by LabMD.?! The requests listed below are wrongly duplicative and

need not be reproduced.”

1.

7.

Documents sufficient to show version(s) and capabilities of any software the
Company sold, provided, installed, updated, or maintained on LabMD’s network,
including, but not limited to operating system software, data backup software,
database software, billing software, or antivirus software;

Documents sufficient to show how the software sold, provided, installed, updated,
or maintained for all software the Company sold, provided, installed, or updated;

Documents sufficient to show the settings the Company configured, maintained,
updated, or deployed on LabMD’s network was configured, including setting
provided by the Company at the time the software was sold, provided, installed,
updated, or maintained for LabMD;, . .

Documents sufficient to show any hardware the Company sold, provided, or
installed for LabMD, including, but not limited to servers, workstation computers,
firewalls, routers, or switches;

Indentify by name and job title all Person with authority from LABMD to access
Personal Information regarding Consumers, including, but not limited to, Persons
who perform tasks related to billing by LABMD for services provided;

For each Person identified as having access to Personal Information, state the
types of Personal Information that the Person had authority to access;

All forensic reports or analysis relating to any security incident.

16 C.FR. § 3.31(c)(2)(iii) prohibits discovery when the “burden and expense of the

proposed discovery on a party or third party outweigh its likely benefit.” Because there is no

benefit to FTC receiving information it already possesses, almost any burden would be too high,

2! Attached as Exhibit 4.

2 See Act, Inc. v. Sylvan Learning Sys., Inc., 1999 U.S. Dist. LEXIS 7055 (E.D. Pa. May 14,
1999)(no substantial need for non-party’s market information, where that information could be
obtained from its own internal research).
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especially as a third-party’s burden is weighed more heavily.”? LabMD has already spent
hundreds of hours compiling and producing the required documents. The time and resources
already expended by LabMD demonstrates the burden that FTC seeks to impose.

FTC cannot justify demanding nonparties produce documents previously produced by
LabMD. The allegations of the Complaint sﬁrely do not justify this broad inquiry. Therefore,
the requested protective order should be granted and the subpoenas barred.

3. The information is more easily obtainable from LabMD.

Under Rule of Practice 3.31(c), discovery “shall be limited” if it is “obtainable from some
other source that is more convenient, less burdensome or less expensive.”24 Subpoenas should
not be enforced where the information is as easily obtainable from a party to the action as a third
party. FTC must demonstrate that the requested information can only be uniquely satisfied by
the subpoenaed party to justify third-party production.”

FTC has requested:

1. All communications between the third party and LabMD;

2. All contracts between the third party and LabMD;

3. All documents related to compensation received by the third party for services
provided to LabMD;

4. Communications between the third party and LabMD regarding any security
incident;

5. Identify each inquiry or investigation by a state or federal agency into LabMD’s
security practices;

2 Echostar Communic 'ns Corp. v. News Corp., 180 F.R.D. 391, 394 (D. Colo. 1998)(citations
omitted).
2416 C.F.R. § 3.31(c); see also In re James Carpets, Inc., 81 F.T.C. 1062 (1972)(denying ALJ’s

recommendation that the FTC enforce subpoena).
25 See Schering Corp. v. Amgen, Inc., 1998 U.S. Dist. LEXIS 13452, at *8-9 (Aug. 4, 1998).
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6. State the names of all Consumers who requested credit monitoring services after
receiving a Communication from LabMD related to any Security Incident; and

7. State, as a percentage of the total number of Consumers whose samples LabMD
has tested, the proportion of Consumers who:

a. are uninsured,

b. have commercial health insurance,
¢. have Medicare, and

d. have Medicaid.

FTC has not shown such information cannot be obtained from other sources, including
LabMD. Furthermore, requests 1, 2, 3, 6, and 7 have nothing whatever to do with this case. The
FTC has no need for this information in a patient-information data-security case, and so this
request is made solely to punish LabMD’s customers. The government’s overreach must not
stand.

4, The depositions sought by the FTC have limited benefit in comparison to the cost
LabMD would expend to defend them, and are overall oppressive to LabMD.

In addition, FTC seeks to depose more than twenty (20) of LabMD’s current and former
employees, clients, and IT service providers. Not only is the testimony that FTC seeks
duplicative of the information that it already has in its possession for reasons mentioned supra,
but it is also duplicative of the documents simultaneously requested from these same third-
parties. Furthermore, many of the depositions are noticed for varying locations across the
country.26 The expense that LabMD would expend in defending more than twenty depositions
cross-country would be astronomical, and outweigh the sparse benefit, if any, that FTC would
receive from the testimony. Thus, LabMD respectfully requests that the subpoenas for

depositions also be barred.

26 LabMD attempted to limit the number of depositions to 10 depositions each (the limit in
federal court absent leave of court). See FRCP 30(a)(2)(A). FTC refused.

10
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CONCLUSION

Petitioner respectfully requests a protective order to shield LabMD from FTC’s

oppressive tactics.

Respecifully sub J
,; AZ’W—,@"

Reed D. Rubinstein

William A. Sherman, II

Dinsmore & Shohl, LLP

801 Pennsylvania Ave., NW Suite 610
Washington, DC 20004

Phone: (202) 372-9100

Facsimile: (202) 372-9141

Email: reed.rubinstein@dinsmore.com

Counsel for Petitigner ,
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Mlchael D. Pepson Iw 2izitis)
Cause of Action

1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006

Phone: 202.499.4232

Fax: 202.330.5842

Email: michael.pepson@causeofaction.org
Admitted only in Maryland.

Practice limited to cases in federal court and
administrative  proceedings before federal
agencies.
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

DOCKET NO. 9357

In the Matter of
: PUBLIC

LabMD, Inc.,
a corporation.

STATEMENT PURSUANT TO SCHEDULING ORDER

Pursuant to the Additional Provisions set forth in paragraph 4 of the Scheduling Order,
Counsel for the moving party, Respondent, LabMD, Inc. (“LabMD”), hereby certifies that
counsel met and cdnferred with Complaint Counsel in a good-faith effort to resolve by
agreement the issues set forth in LabMD’s Motion for a Protective Order, but th¢ parties were

unable to reach agreement.

Respedttully submitted,
ZL( A
il

Reed D. Rubinstein
William A. Sherman, II

Dinsmore & Shohl, LLP
801 Pennsylvania Ave., NW Suite 610

Washington, DC 20004

Phone: (202) 372-9100

Facsimile: (202) 372-9141

Email: reed.rubinstein@dinsmore.com
Counsel for Respondent

Dated: November 5, 2013

12
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

In the Matter of DOCKET NO. 9357

LabMD, Inc., PUBLIC

a corporation.

[PROPOSED] ORDER GRANTING RESPONDENT LABMD, INC.’S MOTION FOR A
PROTECTIVE ORDER

This matter came before the Administrative Law Judge on November 5, 2013, upon a
Motion for a Protective Order (“Motion™) filed by Respondent LabMD, Inc. (“LabMD”)
pursuant to Commission Rule 3.31(d), 16 C.F.R. §3.31(d), for an Order protecting LabMD from
Complaint Counsel’ discovery requests. Having considered LabMD’s Motion and all supporting
and opposition papers, and good cause appearing, it is hereby ORDERED that LabMD’s Motion

is granted and a protective order is issued barring all third-party discovery requests.

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date:

13



CERTIFICATE OF SERVICE

I hereby certify that on November 5, 2013, I hand-delivered the foregoing document to:
Donald S. Clark, Esq.
Secretary
Federal Trade Commission
600 Pennsylvania Ave., NW, Rm. H-113
Washington, DC 20580

I also certify that I delivered via electronic mail and first-class mail a copy of the
foregoing document to:
The Honorable D. Michael Chappell
Chief Administrative Law Judge
Federal Trade Commission
600 Pennsylvania Ave., NW, Rm. H-110
Washington, DC 20580

I further certify that I delivered via electronic mail and first-class mail a copy of the
foregoing document to:
Alain Sheer, Esq.
Laura Riposo VanDruff
Megan Cox
Margaret Lassack
Ryan Mehm
Division of Privacy and Identity Protection
Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mail Stop NJ-8122
Washington, D.C. 20580

I certify that the copy hand-delivered to the Secretary of the Commission is a true and
correct copy of the paper original and that I possess a paper original of the signed document
that is available for review by the parties and the adjudicator.

.
Dated: November 5, 2013 By: (1 2
Catherine Chae
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United States of America
FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

September 30, 2013

VIA FEDERAL EXPRESS
Tiversa Holding Corporation
606 Liberty Avenue
Pittsburgh, PA 15222

Re:  In the Matter of LabMD, Inc., FTC Docket No. 9357

To Whom it May Concern:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[c]ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. . ..” 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena to Tiversa
Holding Company, which is enclosed. Please note that the date set forth in the enclosed
documents for the time of your deposition is simply a placeholder; we look forward to working
with you and LabMD’s counsel to find a mutually convenient date for your deposition.

The Commission’s Rules of Practice also provide that “[c]ounsel for a party may sign and
issue a subpoena, on a form provided by the Secretary [of the Commission], commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. . ..” 16 C.F.R. § 3.34(b). Accordingly, Complaint Counsel has also issued a
subpoena duces tecum for certain of Tiversa’s documents. The subpoena schedule and exhibits

are enclosed.

On August 29, 2013, the Federal Trade Commission, Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the “Protective Order”) in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena’s schedule.

Any documents you produce to the Commission that are confidential must include the
notice “CONFIDENTIAL — FTC Docket No. 9357,” in accordance with paragraph 6 of the



Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the “CONFIDENTIAL ~ FTC Docket No. 9357” designation on

the CD.

I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,

Laura Riposo VanDruff

Enclosures (2)

cc:  Michael Pepson (via email)
Reed Rubinstein (via email)
Eric Kline (via email)



SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

Tiversa Holding Corp.
606 Liberty Avenue
Pittsburgh, PA 15222

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
ltem 5, and at the request of Counsel listed in Iltem 8, in the proceeding described in item 6.

3. PLACE OF DEPOSITION

Tiversa Holding Corp.
606 Liberty Avenue
Pittsburgh, PA 15222

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other desighated counsel

5. DATE AND TIME OF DEPOSITION

N ovemboyr (1 2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

8. COUNSEL AND PARTY ISSUING SUBPOENA
Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

(202) 326-2999

DATE SIGNED

‘\/36113

SIGNATURE OF COUNSEL ISSUING SUBPOENA

AL B

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission’s Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel
listed in item 8, and upon all other parties prescribed
by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in ltem 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in ltem 8.

A copy of the Commission's Rules of Practice is available
online at hitp; //bit. 'y/FTCRulesofPractice. Paper copies are
available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-C (rev. 1/97)



RETURN OF SERVICE

| hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

(" in person.
C by registered mail.

R by leaving copy at principal office or place of business, to wit:

_Twusa, Holding Cospovaron

Lol L,«\ou’ﬁ-‘ Pm.mra

_ Pl OA I$222
e RAGY frde\vey an ol )12

on the person named herein on:

Ot | L 2%

(Month, day and year)

(Name of person making service)

R CYILAN A“.*N,/‘l\,v

(Officiai title)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc., DOCKET NO. 9357

a corporation

COMPLAINT COUNSEL’S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO TIVERSA HOLDING CORPORATION

PLEASE TAKE NOTICE, pursuant to Rules 3.33(a) and (c)(1) of the Federal Trade
Commission’s Rules of Practice, 16 C.F.R. §§ 3.33(2) and (c)(1), that Complaint Counsel will
take the deposition of Tiversa Holding Corporation (“Tiversa”) or its designee(s), who shall
testify on Tiversa’s behalf about matters known or reasonably available to Tiversa.

DEFINITIONS

1. The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

2. “Company” shall mean Tiversa Holding Corporation (“Tiversa”), its wholly or partially
owned subsidiaries, unincorporated divisions, joint ventures, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

3. The term “Containing” means containing, describing, or interpreting in whole or in part.

4. The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

5. “Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

6. “LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, and employees.

-1-



10.

11.

12.

13.

14.

15.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that

otherwise might be construed to be outside the scope.

The term “Person” means any natural person, corporate entity, partnership, association,
joint venture, governmental entity, or other legal entity.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of birth; (¢) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie” or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Subpoena” means the Subpoena to Tiversa Holding Coporation, including this Notice,
and including the Definitions, Instructions, and Specifications.

“You” or “Your” means Tiversa Holding Corporation, or the “Company.”

“1,718 File” means the 1,718 page file the Company found on a peer-to-peer network in
2008 and identified as having been created and stored on a LabMD computer

The use of the singular includes the plural, and the plural includes the singular.
The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

DEPOSITION TOPICS

Tiversa is advised that it must designate one or more officer, director, managing agent, or

other Person who consents to testify on its behalf, and may set forth, for each Person designated,
the matters on which he or she will testify. The Persons so designated shall testify as to matters
known or reasonably available to Tiversa relating to the following topics:

. The authenticity and admissibility under the provisions of Rule 3.43 of the Federal Trade

Commission’s Rules of Practice, 16 C.F.R. § 3.43, of the 1,718 File.

. The means by which Tiversa identified, accessed, and obtained a copy of the 1,718 File.
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3. The time, date, Internet Protocol address, and network from which Tiversa downloaded
the 1,718 File, including Tiversa’s bases for this knowledge.

4. Whether the 1,718 File has been shared on peer-to-peer networks between June 2007 and
the present, including the time, date, Internet Protocol address, and networks on which it
was shared, including Tiversa’s bases for this knowledge.

5. Whether LabMD files other than the 1,718 File that were available on peer-to-peer
networks since January 2005, including Tiversa’s bases for this knowledge.

6. Information on which the following statement, published by Trib Total Media on March
23, 2013 and written by Andrew Conte, was based: “Tiversa's searches of open file-
sharing accounts found...[m]edical information on nearly 9,000 patients, including
names, Social Security numbers, insurance numbers and home addresses,” as written in
the article “Unintentional File-sharing a Boon for Hackers.”

7. Tiversa’s Communications with LabMD, including proposed contracts for services.
8. The operation of peer-to-peer file sharing applications, including Limewire.

9. The risk of inadvertent file sharing using peer-to-peer applications, including Limewire.

September 30, 2013 By: \6 /)/\W

Alain Sheer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection

Federal Trade Commission

600 Pennsylvania, Ave, NW

Room NJ-8100

Washington, DC 20580

Telephone: (202) 326-2999 (VanDruff)
Facsimile: (202) 326-3062

Electronic mail: lvandruff@gmail.com



CERTIFICATE OF SERVICE

This is to certify that on September 30, 2013, I served via electronic mail delivery a copy
of the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

September 30, 2013 By: M

Laura Riposo VanDruff
Federal Trade Commission
Bureau of Consumer Protection




SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)

Tiversa Holding Corp.
606 Liberty Avenue
Pittsburgh, PA 15222

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in ltem 5, and at the request of Counsel listed in ltem 9, in

the proceeding described in ltem 6.

3. PLACE OF PRODUCTION

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.
Room NJ-8100

Washington, D.C. 20001

4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

5. DATE AND TIME OF PRODUCTION

Oetober 30,2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery Material.

8. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

9. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

(202) 326-2999

DATE SIGNED

ql%/n

SIGNATURE OF COUNSEL ISSUING SUBPOENA

LR NI

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affidavit of service of
the document upon counsel listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance.
You should present your claim to counsel listed in ltem 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel listed in ltem 9.

A copy of the Commission's Rules of Practice is available
online at http://bit Iy/FTCRulesofPractice. Paper copies are
- available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-E (rev. 1/97)



RETURN OF SERVICE

| hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

C inperson.
C by registered mail,

&~ by leaving copy at principal office or place of business, to wit:

TNEse Yhlding Corporotinn

_[s0L Libudy Aveave,
P, PA 15222

wa FdBr Sr v o ihs

on the person named herein on:

.. Dtdobw \ 1013

(Month, day, and year)

- Lo Ryprse UsuDn b

{Name of person making service)

 Geaun) A\%omvs;.__-_,. o

(Official litle)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc., DOCKET NO. 9357

a corporation

COMPLAINT COUNSEL’S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
TIVERSA HOLDING CORPORATION

Pursuant to Complaint Counsel’s attached Subpoena Duces Tecum issued September 30,
2013, under Commission Rule of Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001. '

DEFINITIONS

1. “All documents” means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. “Company” shall mean Tiversa Holding Corporation (“Tiversa™), its wholly or partially
owned subsidiaries, unincorporated divisions, joint ventures, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

4. “Complaint” means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28, 2013.
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10.

11.

12.

The term “Containing” means containing, describing, or interpreting in whole or in part.

“Document” means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,
code book or label. “Document” shall also include electronically stored information
(“ESI”). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as will enable conversion of such ESI into a reasonably usable form.

The term “Documents Sufficient to Show” means both documents that are necessary
and documents that are sufficient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.

The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

“Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

“LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, and employees.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

The term “Person” means any natural person, corporate entity, partnership, association,
joint venture, governmental entity, or other legal entity.



13.

14.

15.

16.

17.

18.

19.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie” or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Subpoena” means the Subpoena to Tiversa Holding Coporation, including this
Schedule and Exhibits, and including the Definitions, Instructions, and Specifications.

“You” or “Your” means Tiversa Holding Corporation, or the “Company.”

“1,718 File” means the 1,718 page file the Company found on a peer-to-peer network in
2008 and identified as having been created and stored on a LabMD computer

The use of the singular includes the plural, and the plural includes the singular.
The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2008 to present.

Petitions to Limit or Quash: Pursuant to Commission Rule of Practice § 3.34(c), any
motion to limit or quash this subpoena must be filed within ten days of service thereof.

Protective Order: On August 29, 2013, the Court entered a Protective Order governing
discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

Document Identification: Documents that may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, the
Company’s response should indicate, for each document submitted, each specification to
which the document is responsive. Documents should be produced in the order in which
they appear in your files or as electronically stored and without being manipulated or
otherwise rearranged; if documents are removed from their original folders, binders,
covers, containers, or electronic source in order to be produced, then the documents shall
be identified in a manner so as to clearly specify the folder, binder, cover, container, or
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electronic media or file paths from which such documents came. In addition, number by
page (or file, for those documents produced in native electronic format) all documents in
your submission, preferably with a unique Bates identifier, and indicate the total number
of documents in your submission.

Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
receipt of this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intelligible.

Sensitive Personally Identifiable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of these requests, sensitive personally identifiable information
includes: an individual’s Social Security number alone; or an individual’s name or
address or phone number in combination with one or more of the following: date of birth,
Social Security number, driver’s license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of health care to an
individual, or the past, present, or future payment for the provision of health care to an
individual.

Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Claims of Privilege: Pursuant to the Federal Trade Commission’s Rule of Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
(if the withheld material is a document) and the full file name (if the withheld material is
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10.

11.

12.

in electronic form); (c) a description of the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; (j) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only part of
a responsive document is privileged, all non-privileged portions of the document must be

produced.

Certification of Records of Regularly Conducted Activity: Attached as Exhibit Bisa
Certification of Records of Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is February 12, 2014.

Document Retention: The Company shall retain all documentary materials used in the
preparation of responses to the specifications of this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of whether the Company believes such documents are protected
from discovery by privilege or otherwise.

Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.



1)

@

€)

Electronically Stored Information: Documents created, utilized, or maintained
in electronic format in the ordinary course of business should be delivered to the

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (1)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition (“OCR”) and all related metadata, and with corresponding image
renderings as converted to Group IV, 300 DPI, single-page Tagged Image File
Format (“TIFF”) or as color JPEG images (where color is necessary to
interpret the contents); and ‘

(c) Each electronic file should be assigned a unique document identifier
(“DocID”) or Bates reference.

Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(@  Each page shall be endorsed with a document identification number
(which can be a Bates number or a document control number); and

(b)  Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intelligible.

For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:
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(b)

()

(d)

For electronic mail: begin Bates or unique document identification
number (“DocID”), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bee, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments (“AttachIDs”) delimited by a semicolon, MD5 or SHA Hash
value, and link to native file;

For email attachments: begin Bates or DoclD, end Bates or DoclID,
parent email ID (Bates or DocID), page count, custodian, source
location/file path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MDS5 or SHA Hash
value, and link to native file;

For loose electronic documents (as retrieved directly from network file
stores, hard drives, etc.): begin Bates or DocID, end Bates or DoclD, page
count, custodian, source media, file path, filename, file extension, file size,
author, date and time created, date and time modified, date and time
printed, MDS or SHA Hash value, and link to native file; and

For imaged hard-copy documents: begin Bates or DocID, end Bates or
DoclD, page count, source, and custodian; and where applicable, file

folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the

ordinary course of business.

If you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.

Submit electronic productions as follows:

(@)

®

(©)
(d)

With passwords or other document-level encryption removed or otherwise
provided to the FTC;

As uncompressed electronic volumes on size-appropriate, Windows-
compatible, media;

All electronic media shall be scanned for and free of viruses;

Data encryption tools may be employed to protect privileged or other
personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in
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advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and

(e) Please mark the exterior of all packages containing electronic media sent
through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

(6)  All electronic files and images shall be accompanied by a production
transmittal letter, which includes:

(@ A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(b)  Anindex that identifies the corresponding consecutive document
1dentification number(s) used to identify each person’s documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13.

14.

Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of the Company’s document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of the content of
such documents.

Incomplete Records: If the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. If books and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
“est.” If there is no reasonable way for the Company to make an estimate, provide an
explanation.



15.

Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive
to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.



SPECIFICATIONS

Demand is hereby made for the following documents:

4. All Documents related to LabMD.

! S. The 1,718 File.

) 1. All Communications between the Company and LabMD.
2. All proposed contracts for services the Company provided to LabMD.

| 3. All Communications between the Company and Michael Daugherty or John Boyle.

6. Documents Sufficient to Show the time, date, Internet Protocol address, and network
from which the Company obtained the 1,718 File.

7. Documents Sufficient to Show how many times the 1,718 File has been shared on peer-
to-peer networks between June 2007 and the present, including the time, date, Internet
Protocol address, and networks on which it was shared.

8. Document Sufficient to show LabMD files other than the 1,718 File that were available
on peer-to-peer networks since January 2005.

9. Documents Sufficient to Show the source for the statement: “Tiversa's searches of open
file-sharing accounts found...[m]edical information on nearly 9,000 patients, including
names, Social Security numbers, insurance numbers and home addresses,” as written in
the article “Unintentional File-sharing a Boon for Hackers,” published by Trib Total
Media on March 23, 2013, and written by Andrew Conte.

September 30, 2013

By:
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Alain Sheer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection

Federal Trade Commission

600 Pennsylvania, Ave, NW

Room NJ-8100

Washington, DC 20580

Telephone: (202) 326-2999 (VanDruff)
Facsimile: (202) 326-3062

Electronic mail: lvandruff@gmail.com



CERTIFICATE OF SERVICE

This is to certify that on September 30, 2013, I served via electronic mail delivery a copy
of the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

September 30, 2013 By: W

Laura Riposo VanDruff
Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)
In the Matter of )
)

LabMD, Inc., ) DOCKET NO, 9357
a corporation, )
Respondent. )
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
ageinst improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: Dme
D. Michael Chappell

Chief Administrative Law Judge

Date: August 29, 2013



ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order”) shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information” shall refer to, but shall not be limited to,
an individual’s Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding.

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment,

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4. The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counsel] believes the material so designated constitutes
confidential material as defined in Paragraph 1 of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Comimission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed ir
camera. To the exient that such material was originally submitted by a third party, the
party including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material.



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transcript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not -
oppose the submitter’s efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CFR 4.12,

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion
of this proceeding.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1. L , have personal knowledge of the facts set forth below

and am competent to testify as follows:
2. I have authority to certify the authenticity of the records produced by Tiversa Holding
Corporation and attached hereto.
3. The documents produced and attached hereto by Tiversa Holding Corporation are
originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of the regularly conducted activity of Tiversa Holding
Corp; and
c) Were made by the regularly conducted activity as a regular practice of Tiversa

Holding Corporation.

I certify under penalty of perjury that the foregoing is true and correct.

Executed on , 2013,

Signature
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BCP PRODUCTION
GUIDE




As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP’s experience

with many different submissions; follow them to organize your submission and minimize
the chance of incompatibility with BCP’s processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.

1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertaining to metadata, format, etc., for certain types of documents. See
section 2 of these instructions (entitled “Preparing Collections™) for details.

a. Concordance Version and Load Files

BCP uses LexisNexis® Concordance® 2008 v 10.05. With the production, you

must submit:
¢ an Opticon image load file (OPT) containing a line for every image

file in the production, and

e a Concordance delimited data load file (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native file links where applicable.

b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP will request replacement for any infected media,
which may affect the timing of your compliance with BCP’s request.

Cc. Extracted Text / OCR

Submit text:
e as document-level text files,
¢ named for the beginning Bates number, and
e organized into a folder separate from images.

BCP cannot accept Unicode text files and will request replacement files if
received.




d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian’s document set.

e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
IDs), use a consistent number of numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
e ABC-FTC0000001
e ABCFTC0000001

Unacceptable format
e ABC 0000001

f. Recommended Delimiters

BCP strongly recommends using these delimiters in delimited data load files:

Description Symbol ASCII Character
Field Separator N 20

Quote Character b 254

Multi Entry delimiter ® 174

<Return> Value in data | ~ 126

g. Image Files
BCP only accepts image files that are:
e 300DPI
¢ single-page Group IV TIFF files

* or color JPEG image files where color is necessary to interpret
content '

h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections
a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text

i




Metadata & Other Information Requirements

Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Document Info / Description Concordance Field
Metadata aescription Name
Beginning Bates number s’he beginning bates number for the BEGBATES
ocument
Ending Bates number The ending bates number for the ENDBATES
document
Page Count The total number of pages in the PGCOUNT
document
Custodian Mailbox where the email resided CUSTODIAN

b. Preparing Email & Attachments -

Email: Submit TIFF images with extracted text of email

Attachments:

Submit Microsoft Excel and PowerPoint files in native
format with extracted text and metadata.

Submit Microsoft Access files and other multimedia files
in native format with metadata only.

Submiit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements

Metadata for Emails

Preserve the parent/child relationship in email by including
a reference to all attachments.

Produce attachments as separate documents and number
them consecutively to the parent email.

Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.

Document Info / Description Concordance Field
Metadata ~escriplion Name
Beginning Bates number The beginning bates number for the BEGBATES
document
Ending Bates number dThe ending bates number for the ENDBATES
ocument
Page Count ghe total number of pages in the PGCOUNT
ocument




Custodian Mailbox where the email resided CUSTODIAN
To Recipient(s) of the email RECIPIENT
From The person who authored the email FROM

cC Person(s) copied on the email cC

BCC Person(s) blind copied on the email BCC

Date Sent Date the email was sent DATESENT
Time Sent Time the email was sent TIMESENT
Subject Subject line of email SUBJECT
Date Received Date the email was received DATERCVD
Time Received Time the email was received TIMERCVD
o e e el | Aracaven>
Locwinr v | Loctenofenulinpesond e
Message 1D b in othe messge systems | MESSAGEID

Metadata for Attachments

Document Info /

Description

Concordance Field

Metadata Name
Beginning Bates number The beginning bates number for the BEGBATES
document
Ending Bates number The ending bates number for the ENDBATES
document
Page Count :if'he total number of pages in the PGCOUNT
ocument
Custodian The name of the original custodian of CUSTODIAN
the file
Parent Record ?rﬁgali;mmg bates number of parent PARENTID
The date attachment was saved at the
Creation Date location on the electronic media for CREATEDATE
the first time
The time the attachment was saved at
Creation Time the location on the electronic media CREATETIME
for the first time
Modified Date The dateftime the attachment was last MODDATE
changed, and then saved
Modified Time The time the attachment was last MODTIME
changed, and then saved
The time the attachment was last
Last Accessed Date opened, scanned, or even “touched” LASTACCDATE
by a user or software activity
The time the attachment was last
Last Accessed Time opened, scanned, or even “touched” LASTACCTIME

by a user or software activity

i




The amount of space the file takes up
on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

Size FILESIZE

The name of the attachment including
the extension denoting the application
in which the file was created

Relative path of submitted native files
such as Excel spreadsheets

The SHA (Secure Hash Algorithm) or
MD35 (Message Digest) hash for the
original native file if available

File Name FILENAME

Native link NATIVELINK

Hash HASH

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint files in native
format with extracted text and metadata.

b. Submit other files and attachments as images with extracted text and
metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name

for the delimited data load file.

Metadata and other information requirements for native files

Document Info / Description Concordance
Metadata 'ptio Field Name

Beginning Bates number | The beginning bates number for the document BEGBATES

Ending Bates number The ending bates number for the document ENDBATES

Page Count The total number of pages in the document PGCOUNT

Custodian ‘The name of the original custodian of the file CUSTODIAN

Creation Date The date att:achmex.n was saved at'the location on CREATEDATE
the electronic media for the first time

Creation Time The t'lme the attachmen? was s:cwed at the ) CREATETIME
location on the electronic media for the first time

Modified Date The date/time the attachment was last changed, MODDATE
and then saved

Modified Time The time the attachment was last changed, and MODTIME
then saved
The time the attachment was last opened,

Last Accessed Date scanned, or even “touched” by a user or software | LASTACCDATE
activity
The time the attachment was last opened,

Last Accessed Time scanned, or even “touched” by a user or software | LASTACCTIME
activity

. The amount of space the file takes up on the
Size electronic media. Usually recorded in kilobytes FILESIZE




The name of the file including the extension

File Name denoting the application in which the file was FILENAME
created
Native link Relative path of submitted native files NATIVELINK

The SHA (Secure Hash Algorithm) or MD5

Hash for the original native file if available HASH

Hash

3. Submitting Your Production

Once you’ve prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts

Submit any of the following:
e For Productions under 10 gigabytes:
o CD-R CD-ROM optical disks formatted to ISO 9660
specifications
o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives

® For Productions over 10 gigabytes
o IDE, EIDE and SATA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0

external enclosure
o USB 2.0 flash drives

b. Submit a Production Transmittal Letter

For any format, accompany the submission with a letter that includes all of the
following:
volume name,
Bates ranges and custodians,
total number of records,
total number of images or files,
list of fields in the order in which they are listed in the data files,
date and time format, and
confirmation that the number of files on the volume match the load
files.




United States of America
FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS

21* Century Oncology, LLC
d/b/a UroSurg Associates
2270 Colonial Blvd

Fort Myers, FL 33907

Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

To Whom It May Concern:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[c]ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. ...” 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD’s counsel to find a mutually convenient date for your deposition.

The Commission’s Rules of Practice also provide that “[cJounsel for a party may sign and
issue a subpoena, on a form provided by the Secretary [of the Commission], commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. .. .” 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of 21* Century Oncology, LLC’s documents. The subpoena and its schedule

and exhibits are enclosed.

On August 29, 2013, the Federal Trade Commission’s Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the “Protective Order”) in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena’s schedule.

Any documents you produce to the Commission that are confidential must include the
notice “CONFIDENTIAL ~ FTC Docket No. 9357,” in accordance with paragraph 6 of the
Protective Order. If you produce confidential documents in electronic format, such as on a CD



or other media, you may place the “CONFIDENTIAL - FTC Docket No. 9357” designation on
the CD.

1 would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,
Laura Riposo VanDruff
Enclosures (2)

cc: Michael Pepson (via email)
Reed Rubinstein (via email)



SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

21st Century Oncology, LLC
df/b/a UroSurg Associates
2270 Colonial Blvd

Fort Myers, FL 33907

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
ltem 5, and at the request of Counsel listed in ltem 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION

21st Century Oncology, LLC
d/b/a UroSurg Associates
2270 Colonial Blvd

Fort Myers, FL. 33907

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other designated counsel

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 8357

7. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

8. COUNSEL AND PARTY ISSUING SUBPOENA
Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

(202) 326-2999

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

T 2 W eA—

GENERAL INSTRUCTIONS

APPEARANCE

The delivery of this subpoena to you by any method
prescribed by the Commission’s Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to fimit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10

days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel

listed in ltem 8, and upon all other parties prescribed

by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counse!
listed in ltem 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive fravel for
you to appear, you must get prior approval from Counsel
listed in ltem 8.

A copy of the Commission's Rules of Practice is available

online at hitp://bit.ly/F TCRulesofPractice. Paper copies are

available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-C (rev. 1/97)



RETURN OF SERVICE

1 hereby certify that a duplicate original of the within
- subpoena was duly served:  (check the method ussd)

" inperson.
C by registered mail.

ﬁ by leaving copy at principal office or place of business, to wit;

¥ C eabrry Ongolengy, LEC
C(/A/a Oro Suﬂ/ Anmﬁ»{m

22.70 Oo/anml 3lvc,
6”’ Myes | FL 33907 JY %/’x o davjé'zwjﬂ owrnyib dlieey, prvet

n the person named hereinon: A7 %%l ,‘,L 4.4 (4) (£
October 25, 2013

{Month, day, and year)

Matthew Smith

{Name of person making service)

Paralegal
{Officiaf title)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc., DOCKET NO. 9357

a corporation

COMPLAINT COUNSEL’S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO

21* CENTURY ONCOLOGY, LLC, D/B/A UROSURG ASSOCIATES

PLEASE TAKE NOTICE, pursuant to Rules 3.33(a) and (c)(1) of the Federal Trade
Commission’s Rules of Practice, 16 C.F.R. §§ 3.33(a) and (c)(1), that Complaint Counsel will
take the deposition of 21 Century Oncology, LLC, d/b/a/ UroSurg Associates (“UroSurg”) or its
designee(s), who shall testify on UroSurg’s behalf about matters known or reasonably available

to UroSurg.

DEFINITIONS

1. The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

2. The term “Containing” means containing, describing, or interpreting in whole or in part.

3. The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

4. “Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

5. “LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees, and agents.



10.

11.

12.

13.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

The term “Person” means any natural person, corporate entity, partnership, association,
Jjoint venture, governmental entity, or other legal entity.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie” or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Security Incident” means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.

“You” or “Your” means 21* Century Oncology, LLC, d/b/a/ UroSurg Associates or
“UroSurg.”

The use of the singular includes the plural, and the plural includes the singular.

The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

DEPOSITION TOPICS

21% Century Oncology, LLC, d/b/a/ UroSurg Associates (“UroSurg”) is advised that it

must designate one or more officer, director, managing agent, or other Person who consents to
testify on its behalf, and may set forth, for each Person designated, the matters on which he or
she will testify. The Persons so designated shall testify as to matters known or reasonably
available to UroSurg relating to the following topics:

1.

The authenticity and admissibility under the provisibns of Rule 3.43 of the Federal Trade
Commission’s Rules of Practice, 16 C.F.R. § 3.43, of documents produced in response to
the Federal Trade Commission’s separate subpoena duces tecum to UroSurg.

UroSurg’s relationship with LabMD.

The installation, operation, management, use, and support of computer hardware and
software provided to UroSurg by LabMD. '

2-



4. The types and volumes of personal information transmitted between UroSurg and
LabMD.

5. The means by which personal information, including patient information and lab results,
are transmitted between UroSurg and LabMD.

6. UroSurg’s Communications with LabMD, including contracts between UroSurg and
LabMD and any guidance LabMD provided to UroSurg related to UroSurg’s use of
hardware and software provided to UroSurg by LabMD.

7. Any Security Incidents at LabMD.

October 24, 2013 By: W

Alain Sheer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection

Federal Trade Commission

600 Pennsylvania Avenue, NW

Room NJ-8100

Washington, DC 20580

Telephone: (202) 326-2999 (VanDruff)
Facsimile: (202) 326-3062

Electronic mail: lvandruff@ftc.gov




CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By:

Matthew Stiith
Federal Trade Commission
Bureau of Consumer Protection



SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b)}, 16 C.F.R. § 3.34(b)(2010)

21st Century Oncology, LLC
d/b/a UroSurg Associates
2270 Colonial Bivd.

Fort Myers, FL 33807

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(p)), or tangible things, at the date and time specified in ltem 5, and at the request of Counsel listed in Item 8, in

the proceeding described in Item 6.

3. PLACE OF PRODUCTION

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.
Room NJ-8100

Washington, D.C. 20001

4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

5. DATE AND TIME OF PRODUCTION
November 21, 2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery Material.

8. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Federal Trade Commission

601 New Jersey Ave, NW,, Room NJ-8100
Washington, DC 20001

(202) 326-2282

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

G

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission’s Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affidavit of service of
the document upon counsel listed in ltem 9, and upon all
other parties prescribed by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance.
You should present your claim to counsel listed in item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel listed in ltem 9.

A copy of the Commission's Rules of Practice is available
online at hito.//Lit.ly/FTCRulescfPractice. Paper copies are
available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-E (rev. 1/97)
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc., DOCKET NO. 9357

a corporation

COMPLAINT COUNSEL’S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
21" CENTURY ONCOLOGY, LLC, D/B/A UROSURG ASSOCIATES

Pursuant to Complaint Counsel’s attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.

DEFINITIONS

1. “All documents” means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (¢) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. “Complaint” means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28, 2013.

4, The term “Containing” means containing, describing, or interpreting in whole or in part,

5. “Document” means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
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10.

11.

12.

location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,
code book or label. “Document” shall also include electronically stored information
(“ESI”). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as will enable conversion of such ESI into a reasonably usable form.

The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

“Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of

any document request.

“LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

The term “Person” means any natural person, corporate entity, partnership, association,
joint venture, governmental entity, or other legal entity.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (¢) a home or other physical address, including street name and name of city or
town; (d) date of birth; (€) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie” or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,

-



13.

14.

15.

16.

17.

analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Security Incident” means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.

“Subpoena” means the Subpoena to 21" Century Oncology, LLC, d/b/a UroSurg
Associates, including this Schedule and Exhibits, and including the Definitions,
Instructions, and Specifications.

“You” or “Your” means 21* Century Oncology, LLC, d/b/a UroSurg Associates.
The use of the singular includes the plural, and the plural includes the singular.

The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2005 to present.

Petitions to Limit or Quash: Pursuant to Commission Rule of Practice § 3.34(c), any
motion to limit or quash this subpoena must be filed within ten days of service thereof.

Protective Order: On August 29, 2013, the Court entered a Protective Order governing
discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

Document Identification: Documents that may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
document is responsive. If any documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearranged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

Production of Copies: Unless otherwise stated, legible photocopies (or electronically

rendered images or digital copies of native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
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receipt of this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intelligible.

Sensitive Personally Identifiable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of these requests, sensitive personally identifiable information
includes: an individual’s Social Security number alone; or an individual’s name or
address or phone number in combination with one or more of the following: date of birth,
Social Security number, driver’s license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of health care to an
individual, or the past, present, or future payment for the provision of health care to an
individual.

Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Claims of Privilege: Pursuant to the Federal Trade Commission’s Rule of Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
(if the withheld material is a document) and the tull file name (if the withheld material is
in electronic form); (c) a description of the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material

_ was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients

4.



10.

1.

12.

of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; (j) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a clientin a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only part of
aresponsive document is privileged, all non-privileged portions of the document must be

produced.

Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of Records of Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

Document Retention: You shall retain all documentary materials used in the preparation
of responses to the specifications of this Subpoena. We may require the submission of
additional documents at a later time. Accordingly, you should suspend any routine
procedures for document destruction and take other measures to prevent the destruction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise.

Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.

(1) Electronically Stored Information: Documents created, utilized, or maintained
in electronic format in the ordinary course of business should be delivered to the

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data
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3)

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (1)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition (“OCR”) and all related metadata, and with corresponding image
renderings as converted to Group IV, 300 DPI, single-page Tagged Image File
Format (“TIFF”) or as color JPEG images (where color is necessary to
interpret the contents); and

(c¢) Each electronic file should be assigned a unique document identifier
(“DocID”) or Bates reference.

Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(a) Each page shall be endorsed with a document identification number
(which can be a Bates number or a document control number); and

(b) Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the original
document; and

(©) Documents shall be produced in color where necessary to interpret them
or render them intelligible.

For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:

(a) For electronic mail: begin Bates or unique document identification
number (“DocID”), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bee, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments (“AttachIDs”) delimited by a semicolon, MDS5 or SHA Hash
value, and link to native file;

(d) For email attachments: begin Bates or DocID, end Bates or DoclD,
parent email ID (Bates or DocID), page count, custodian, source
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4)

©)

©®

(©)

(d)

location/file path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MDS5 or SHA Hash
value, and link to native file;

For loose electronic documents (as retrieved directly from network file
stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, file path, filename, file extension, file size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file; and

For imaged hard-copy documents: begin Bates or DocID, end Bates or
DoclD, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.

If you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.

Submit electronic productions as follows:

(a)

(b)

(©)
(d)

©

With passwords or other document-level encryption removed or otherwise
provided to the FTC;

As uncompressed electronic volumes on size-appropriate, Windows-
compatible, media;

All electronic media shall be scanned for and free of viruses;

Data encryption tools may be employed to protect privileged or other
personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in
advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and

Please mark the exterior of all packages containing electronic media sent
through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA — DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

All electronic files and imagés shall be accompanied by a production
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transmittal letter, which includes:

(a) A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and databases in

the production; and

(b)  Anindex that identifies the corresponding consecutive document
identification number(s) used to identify each person’s documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13.

14.

15.

Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of a document retention policy but you have reason to believe have been
in existence, state the circumstances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
responsive, and identify Persons having knowledge of the content of such documents.

Incomplete Records: If you are unable to answer any question fully, supply such
information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. If books and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of
such estimates. Estimated data should be followed by the notation “est.” If there is no
reasonable way for you to make an estimate, provide an explanation.

Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDruff, at (202) 326-2999, or Megan Cox, at.(202) 326-2282. Documents responsive
to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.



SPECIFICATIONS

Demand is hereby made for the following documents:
1. All contracts between you and LabMD.

2. All documents related to how patient information and lab results are transmitted between
you and LabMD.

3. All communications between you and LabMD regarding any security incident.

October 24, 2013 By: W @C

Alain Heer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)
Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov




CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By: M

i
‘Matthew Smith
Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)
In the Matter of )
)

LabMD, Inc., ) DOCKET NO. 9357
a corporation, )
Respondent. )
: )

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: Dm phee
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013



ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (““Protective Order™) shall govern the handling of all Discovery
Material, as hereafter defined, '

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information” shall refer to, but shall not be limited 1o,
an individual’s Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FTC”), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding.

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4. The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes
confidential material as defined in Paragraph 1 of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL ~ FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 9357 or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with & respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third party, the
party including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material.



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transeript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request., Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter’s efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4,12 of the Rules of Practice, 16 CFR 4.12.

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion
of this proceeding,
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1. I, , have personal knowledge of the facts set forth below

and am competent to testify as follows:

2. I have authority to certify the authenticity of the records produced by 21* Century
Oncology LLC and attached hereto.

3. The documents produced and attached hereto by 21% Century Oncology LLC are originals
or true copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or

from information transmitted by, a person with knowledge of those matters;

b) Were kept in the course of the regularly conducted activity of 21* Century
Oncology LLC; and

c) Were made by the regularly conducted activity as a regular practice of 21
Century Oncology LLC.

I certify under penalty of perjury that the foregoing is true and correct.

Executed on , 2013,

Signature
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BCP PRODUCTION
GUIDE




As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP’s experience

with many different submissions; follow them to organize your submission and minimize
the chance of incompatibility with BCP’s processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.

1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertaining to metadata, format, etc., for certain types of documents. See
section 2 of these instructions (entitled “Preparing Collections™) for details.

a. Concordance Version and Load Files

BCP uses LexisNexis® Concordance® 2008 v 10.05. With the production, you
must submit:
* an Opticon image load file (OPT) containing a line for every image
file in the production, and
» a Concordance delimited data load file (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native file links where applicable.

b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP will request replacement for any infected media,
which may affect the timing of your compliance with BCP’s request.

C. Extracted Text/ OCR

Submit text:
* as document-level text files,
* named for the beginning Bates number, and
e organized into a folder separate from images.

BCP cannot accept Unicode text files and will request replacement files if
received.




d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian’s document set.

e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
IDs), use a consistent number of numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
e ABC-FTC0000001
s ABCFTC0000001

Unacceptable format
e ABC 0000001

f. Recommended Delimiters

BCP strongly recommends using these delimiters in delimited data load files:

Description Symbol ASCI] Character
Field Separator 0 20

Quote Character b 254

Multi Entry delimiter ® 174

<Return> Value in data | ~ 126

g. Image Files
BCP only accepts image files that are:
e 300DPI
¢ single-page Group IV TIFF files

* orcolor JPEG image files where color is necessary to interpret
content

h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections
a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text




Metadata & Other Information Requirements

Include the following metadata fields and information in the delimited data load

file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Document Info / Descriptio Concordance Field
Metadata Lescription Name
Beginning Bates number ghe beginning bates number for the | ppop 4 ppg
ocument
Ending Bates number The ending bates number for the ENDBATES
document
Page Count (’fhe total number of pages in the PGCOUNT
ocument
Custodian Mailbox where the email resided CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:

Submit Microsoft Excel and PowerPoint files in native
format with extracted text and metadata.

Submit Microsoft Access files and other multimedia files
in native format with metadata only.

Submit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements

Metadata for Emails

Preserve the parent/child relationship in email by including
a reference to all attachments.

Produce attachments as separate documents and number
them consecutively to the parent email.

Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.

Document Info /

Concordance Field

Metadata Descrintion Name
Beginning Bates number The beginning bates number for the BEGBATES
document
Ending Bates number The ending bates number for the ENDBATES
document
Page Count ghe total number of pages in the PGCOUNT
ocument




Custodian Mailbox where the email resided CUSTODIAN
To Recipient(s) of the email RECIPIENT
From The person who authored the email FROM

CcC Person(s) copied on the email CcC

BCC Person(s) blind copied on the email BCC

Date Sent Date the email was sent DATESENT
Time Sent Time the email was sent TIMESENT
Subject Subject line of email SUBJECT
Date Received Date the email was received DATERCVD
Time Received Time the email was received TIMERCVD
(atschments aichosens delmited by comn | ATTACHMENTID
Locsionor-par | pocionntemal ool
Mesage D ook Mege D r il wessaomp

Metadata for Attachments

Document Info /

Description

Concordance Field

Metadata Name
Beginning Bates number | 1 1° beginning bates mumber forthe | pp 5 4 g
ocument

Ending Bates number The ending bates number for the ENDBATES
document

Page Count ghe total number of pages in the PGCOUNT

ocument

Custodian The name of the original custodian of CUSTODIAN
the file

Parent Record ?ne]i;immg bates number of parent PARENTID
The date attachment was saved at the

Creation Date location on the electronic media for CREATEDATE
the first time
The time the attachment was saved at

Creation Time the location on the electronic media CREATETIME
for the first time

Modified Date The date/time the attachment was last MODDATE
changed, and then saved

Modified Time The time the attachment was last MODTIME
changed, and then saved
The time the attachment was last

Last Accessed Date opened, scanned, or even “touched” LASTACCDATE
by a user or software activity
The time the attachment was last

Last Accessed Time opened, scanned, or even “touched” LASTACCTIME

by a user or software activity




The amount of space the file takes up
on the electronic media. Usually

recorded in kilobytes, however may FILESIZE
be reported in single bytes

Size

The name of the attachment including
File Name the extension denoting the application | FILENAME
in which the file was created

Relative path of submitted native files NATIVELINK
such as Excel spreadsheets

The SHA (Secure Hash Algorithm) or
Hash MDS5 (Message Digest) hash for the | HASH
original native file if available

Native link

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint files in native
format with extracted text and metadata.

b. Submit other files and attachments as images with extracted text and
metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name

for the delimited data load file.

Metadata and other information requirements for native files

Document Info / Description Concordance
Metadata escriptl Field Name
Beginning Bates number | The beginning bates number for the document | BEGBATES
Ending Bates number The ending bates number for the document ENDBATES
Page Count The total number of pages in the document PGCOUNT
Custodian The name of the original custodian of the file CUSTODIAN
Creation Date The date art:clchmept was saved at.the location on CREATEDATE
the electronic media for the first time
. . The time the attachment was saved at the
Creation Time location on the electronic media for the first time CREATETIME
Modified Date The date/time the attachment was last changed, MODDATE
and then saved
Modified Time The time the attachment was last changed, and MODTIME
then saved
The time the attachment was last opened,
Last Accessed Date scanned, or even “touched” by a user or software | LASTACCDATE
activity
The time the attachment was last opened,
Last Accessed Time scanned, or even “touched” by a user or software | LASTACCTIME
activity
. The amount of space the file takes up on the
Size electronic media. Usnally recorded in kilobytes FILESIZE




The name of the file including the extension

File Name denoting the application in which the file was FILENAME
created

Native link Relative path of submitted native files NATIVELINK
The SHA (Secure Hash Algorithm) or MD5

Hash Hash for the original native file if available HASH

3. Submitting Your Production -

Once you’ve prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts

Submit any of the following:
e For Productions under 10 gigabytes:
o CD-R CD-ROM optical disks formatted to ISO 9660
specifications
o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives

¢ For Productions gver 10 gigabytes
o IDE, EIDE and SATA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0

external enclosure
o USB 2.0 flash drives

b. Submit a Production Transmittal Letter

For any format, accompany the submission with a letter that includes all of the
following:
volume name,
Bates ranges and custodians,
total number of records,
total number of images or files,
list of fields in the order in which they are listed in the data files,
date and time format, and
confirmation that the number of files on the volume match the load
files.




United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS

Allen Truett
2226 Heritage Trace Drive
Marietta, GA 30062

Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Truett:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[c]ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. ...” 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD’s counsel to find a mutually convenient date for your deposition.

The Commission’s Rules of Practice also provide that “[c]ounsel for a party may sign and
issue a subpoena, on a form provided by the Secretary [of the Commission], commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. ...” 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of your documents. The subpoena and its schedule and exhibits are enclosed.

On August 29, 2013, the Federal Trade Commission’s Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the “Protective Order”) in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena’s schedule.

Any documents you produce to the Commission that are confidential must include the
notice “CONFIDENTIAL — FTC Docket No. 9357, in accordance with paragraph 6 of the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the “CONFIDENTIAL — FTC Docket No. 9357 designation on

the CD.



I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,
Laura Riposo VanDruff

Enclosures (2)

cc:  Michael Pepson (via email)
Reed Rubinstein (via email)



SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

Allen Truett
2226 Heritage Trace Drive
Marietta, GA 30062

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel listed in ltem 8, in the proceeding described in ltem 6.

3. PLACE OF DEPOSITION

Federal Trade Commission
Southeast Region

225 Peachtree Street, NE, Suite 1500
Atlanta, GA 30303

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other designated counsel

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

8. COUNSEL AND PARTY ISSUING SUBPOENA
Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

(202) 326-2999

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

LA WA~

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

A copy of the Commission's Rules of Practice is available

online at hitp:/bit.ly/F TCRulesofPractice. Paper copies are

available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-C (rev. 1/97)



RETURN OF SERVICE

1 hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

C in person.

T - & Oidobor 24|20 B oxur, SAF el
{=-by.registerad maile AY Fdﬂﬁl bx.pr ¢34~ Or) me,& # &ﬂgﬂ%m o I:/Z// ‘/ Ca )Cz\

C by leaving copy at principal office or place of business, to wit:

Al Troett
22 :&:6 /-/éfl\;'%e %{, Dvlu.

Moretts A 30062

on the person named herein on:
October 25, 2013

{Month, day, and year)

Matthew Smith

(Name of person making service)

Paralegal
(Officiat title)



CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006

michael. pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By: %,& ;

Moatthew Stiith
Federal Trade Commission
Bureau of Consumer Protection




SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b){2010)

Allen Truett
2226 Heritage Trace Drive
Marietta, GA 30062

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel listed in [tem 9, in

the proceeding described in ltem 6.

3. PLACE OF PRODUCTION

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.
Room NJ-8100

Washington, D.C. 20001

4, MATERIAL WILL BE PRODUCED TO
Matthew Smith

5. DATE AND TIME OF PRODUCTION
November 21, 2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

~ See attached Schedule and Exhibits, including the Protective Order Governing Discovery Material.

8. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Federal Trade Commission

601 New Jersey Ave, NW., Room NJ-8100
Washington, DC 20001

{202) 326-2282

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

oo

GENERAL INSARUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affidavit of service of
the document upon counsel listed in ltem 9, and upon all
other parties prescribed by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance.
You should present your claim to counsel listed in [tem 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel listed in item 9.

A copy of the Commission's Rules of Practice is available

online at http://bit ly/FTCRulesofPractice. Paper copies are

available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-E (rev. 1/97)



RETURN OF SERVICE

| hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

 inperson.

Fedued Exgietty on Oobod 29 2073 ;41050/76'4/- &// .

GrbyreystereamEi— by vy
soent Yo Cannistron role 4.4 ca)(4)

by leaving copy at principal office or place of business, to wit:

Allen Truett

2226 Heritage Trace Drive
Marietta, GA 30062

on the person named herein on:
October 25, 2013

{Month, day, and year)

Matthew Smith

{Name of person making service}

Paralegal
(Official title)

— X et



RETURN OF SERVICE

1 hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

C inperson.
; isteredmail- by Fedesa! Detober 24 2013 e ovoaght &/t'wy pPovscent-fo
L-by-regist by Feckiel Exprew- o Vitooer e Y "7///a) s

by leaving copy at principal office or place of business, to wit:
Alden Ovminons
415 hemor Driw, SE
Apocbmant- 1291
Atlioks, CA 3032¢

on the person named herein on:
October 25, 2013

{Month, day, and year)

Matthew Smith

{Name of person meking service)}

Paralegal
{Official title)



CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By:

/4
Matthew Smith
Federal Trade Commission
Bureau of Consumer Protection



UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)
In the Matter of )
)

LabMD, Inc., ) DOCKET NO., 9357
a corporation, )
Respondent. )
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: Dme
D. Michael Chappell

Chief Administrative Law Judge

Date: August 29, 2013



ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order”) shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information” shall refer to, but shall not be limited to,
an individual’s Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FTC”), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding.

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4. The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the materia] is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes -
confidential material as defined in Paragraph 1 of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL — FTC Docket No. 9357 or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 9357 or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (€) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third party, the
party including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material.



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transcript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter’s efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents cbtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CFR 4,12,

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion
of this proceeding.



United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20530

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS

Alison Simmons

415 Armour Drive, NE
Apt. 1201

Atlanta, GA 30324

Re:  In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Ms. Simmons:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Comimission’s Rules of Practice state that “[cJounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. ...” 16 CF.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD’s counsel to find a mutually convenient date for your deposition.

On August 29, 2013, the Federal Trade Commission’s Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (“Protective Order”) in the

above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.

1 would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,

Laura Riposo VanDruff

Enclosures (2)

ce: Michael Pepson (via email)
Reed Rubinstein (via email)
Thomas D. Bever (vig email)



SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
issued Pursuant to Rule 3.34{a), 16 C.F.R. § 3.34{(a) {2010)

1. TO

Alison Simmons

415 Armour Drive, SE
Apartment 1201
Atlanta, GA 30324

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
ltem 5, and at the request of Counsel listed in item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION

Federal Trade Commission
Southeast Region

225 Peachtree Street, NE, Suite 1500
Atlanta, GA 30303

4. YOUR APPEARANCE WILL BE BEFORE

L.aura Riposo VanDruff or other designated counsel

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 2:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 8357

7. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

8. COUNSEL AND PARTY ISSUING SUBPOENA
Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

{202) 326-2999

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL iSSUING SUBPOENA

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penaity
imposed by law for failure to comply.

MOTION TO LiIMIT OR QUASH
The Commission’s Rules of Practice require that any
motion to fimit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel
listed in lfem 8, and upon ali other parties prescribed
by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in tem 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in ltem 8.

A copy of the Commission's Rules of Practice is available

online at hitp//bit. ly/ETCRulesofPractice. Paper copies are

available upon request. .

This subpoena does nct require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-C (rev. 1/97)



RETURN OF SERVICE

I hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

(" inperson.
- byregistard.mait by Fechial Orbod 24 2972 4 ovenght dé'{’y‘/)’ pPors umﬁ;&p
Ebyregistaed.mai by Fechia] Exprom m Vekobe gy Y ‘/‘éffa)/z)

by leaving copy at principal office or place of business, to wit:

/4“.‘507? é‘;{"lmnﬁ

415 MAemovr Driw, SE
Pperbmspd- 1201
Aleoks, CA 30324

on the person named herein on:
October 25, 2013

{Month, day, and year)

Matthew Smith

{Name of person making service}

Paralegal
{Official titie)



CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By: / W\“

Matthew Smith
Federal Trade Commission
Bureau of Consumer Protection




UNITED STATES OF AMERICA -

FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)
In the Matter of )
)

LabMD, Inc., ) DOCKET NO. 9357
a corporation, )
Respondent. )
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.E.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: D thasgeds
D. Michael Chappell

Chief Administrative Law Judge

Date: August 29, 2013



ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order™) shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information” shall refer to, but shall not be limited to,
an individual’s Social Security number, taxpayer identification number, financial account

. number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FTC”), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding.

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment,

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4, The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes -
confidential material as defined in Paragraph | of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 8357” or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
docurnents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor. :

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and persounel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel] of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9, In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed in
camera. To the exient that such material was originally submitted by & third party, the
party including the materjals in its papers shall immediately notify the submitter of such
inclusion, Confidential material contained in the papers shall continue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that

such papers may be furnished to persons or entities whomay receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material. - -



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transcript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party recetves a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter’s efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CFR 4.12.

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion -
of this proceeding.



United States of America
FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS

Automated PC Technologies, Inc.
c/o Allen Truett

2226 Heritage Trace Drive
Marietta, GA 30062

Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Truett:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[c]ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . ..” 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of Automated PC Technologies Inc.’s documents. The subpoena and its
schedule and exhibits are enclosed.

On August 29, 2013, the Federal Trade Commission’s Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the “Protective Order”) in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena’s schedule.

Any documents you produce to the Commission that are confidential must include the
notice “CONFIDENTIAL — FTC Docket No. 9357,” in accordance with paragraph 6 of the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the “CONFIDENTIAL — FTC Docket No. 9357 designation on

the CD.



I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

Sincerely,
Megan Cox
Enclosure (1)

cc: Michael Pepson (via email)
Reed Rubinstein (via email)



SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)

1. TO

Automated PC Technologies, Inc.
c/o Allen Truett

2226 Heritage Trace Drive
Marietta, GA 30062

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designhated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in ltem 5, and at the request of Counsel listed in ltem 9, in

the proceeding described in ltem 6.

3. PLACE OF PRODUCTION

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.
Room NJ-8100

Washington, D.C. 20001

4, MATERIAL WILL BE PRODUCED TO
Matthew Smith

5. DATE AND TIME OF PRODUCTION
November 21, 2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery Material.

8. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Federal Trade Commission

601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001

(202) 326-2282

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

Ao Ox

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affidavit of service of
the document upon counsel listed in ltem 9, and upon all
other parties prescribed by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance.
You should present your claim to counsel listed in tem 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel listed in ltem 9.

A copy of the Commission’s Rules of Practice is available

online at hitp://bitly/FTCRulesofPractice. Paper copies are

available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-E (rev. 1/97)



RETURN OF SERVICE

1 hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

C inperson.

@-by-registered-mail— / ﬁ/‘(é’ e 9 %}vZ‘/{ZWS%N?M’ A«/‘aé/«’
I/ ;)ufum/-g sy robe 4 (a)%(:/) 7

. by leaving copy at principal office or piace of business, to wit:
Adlomsted PC. 7e/ckndo@‘w, Inc.
o Mea Troe#
2296 Hettae 7aa Dre
Mereffi , GA 30262

on the person named herein on:
October 25, 2013

{Month, day, and year)

Matthew Smith
{Name of person making service)

Paralegal
(Official title)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc., DOCKET NO. 9357

a corporation

COMPLAINT COUNSEL’S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
AUTOMATED PC TECHNOLOGIES, INC.

Pursuant to Complaint Counsel’s attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.

DEFINITIONS

1. “All documents” means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. “Company” shall mean Automated PC Technologies, Inc. (“APT”), its wholly or
partially owned subsidiaries, unincorporated divisions, joint ventures, operations under
assumed names, and affiliates, and all directors, officers, employees, agents, consultants,
and other persons working for or on behalf of the foregoing.

4. “Complaint” means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28, 2013.

-1-



10.

I1.

12.

The term “Containing” means containing, describing, or interpreting in whole or in part.

“Document” means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,
code book or label. “Document” shall also include electronically stored information
(“ESI”). ESImeans the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as will enable conversion of such ESI into a reasonably usable form.

The term “Documents Sufficient to Show” means both documents that are necessary
and documents that are sufficient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.

The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

“Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

“LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

The term “Person” means any natural person, corporate entity, partnership, association,
joint venture, governmental entity, or other legal entity.



13.

14.

15.

16.

17.
18.

19.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie™ or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Security Incident” means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.

“Subpoena” means the Subpoena to Automated PC Technologies, Inc., including this
Schedule and Exhibits, and including the Definitions, Instructions, and Specifications.

“You” or “Your” means Automated PC Technologies, Inc., or the “Company.”
The use of the singular includes the plural, and the plural includes the singular.
The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2003 to present.

Petitions to Limit or Quash: Pursuant to Commission Rule of Practice § 3.34(c), any
motion to limit or quash this subpoena must be filed within ten days of service thereof.

Protective Order: On August 29, 2013, the Court entered a Protective Order governing
discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

Document Identification: Documents that may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, the
Company’s response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearranged; if documents are removed

3



from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
receipt of this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intelligible.

Sensitive Personally Identifiable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of these requests, sensitive personally identifiable information
includes: an individual’s Social Security number alone; or an individual’s name or
address or phone number in combination with one or more of the following: date of birth,
Social Security number, driver’s license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of health care to an
individual, or the past, present, or future payment for the provision of health care to an
individual.

Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Claims of Privilege: Pursuant to the Federal Trade Commission’s Rule of Practice
3.38A,16 CF.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state

4



10.

11.

12.

individually for each item withheld: (a) the document control number(s); (b) the full title
(if the withheld material is a document) and the full file name (if the withheld material is
in electronic form); (c) a description of the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresseés, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; (j) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only part of
a responsive document is privileged, all non-privileged portions of the document must be
produced.

Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of Records of Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

Document Retention: The Company shall retain all documentary materials used in the
preparation of responses to the specifications of this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of whether the Company believes such documents are protected
from discovery by privilege or otherwise.

Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.



(D

)

G)

Electronically Stored Information: Documents created, utilized, or maintained
in electronic format in the ordinary course of business should be delivered to the
FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (1)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition (“OCR”) and all related metadata, and with corresponding image
renderings as converted to Group IV, 300 DPI, single-page Tagged Image File
Format (“TIFF”) or as color JPEG images (where color is necessary to
interpret the contents); and

(c) Each electronic file should be assigned a unique document identifier
(“DoclID”) or Bates reference.

Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(a) Each page shall be endorsed with a document identification number
(which can be a Bates number or a document control number); and

(b)  Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the original
document; and

(¢)  Documents shall be produced in color where necessary to interpret them
or render them intelligible.

For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:



)

®

(@)

(b)

(©)

(d)

For electronic mail: begin Bates or unique document identification
number (“DocID”), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bee, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments (“AttachIDs”) delimited by a semicolon, MD3 or SHA Hash
value, and link to native file; '

For email attachments: begin Bates or DocID, end Bates or DocID,
parent email ID (Bates or DoclD), page count, custodian, source
location/file path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;

For loose electronic documents (as retrieved directly from network file
stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, file path, filename, file extension, file size,
author, date and time created, date and time modified, date and time

- printed, MD5 or SHA Hash value, and link to native file; and

For imaged hard-copy documents: begin Bates or DoclD, end Bates or
DocID, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.

If you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.

Submit electronic productions as follows:

@

(b)

©
(d)

With passwords or other document-level encryption removed or otherwise
provided to the FTC;

As uncompressed electronic volumes on size-appropriate, Windows-
compatible, media;

All electronic media shall be scanned for and free of viruses;

Data encryption tools may be employed to protect privileged or other
personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in

-7-



advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and

(e) Please mark the exterior of all packages containing electronic media sent
through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA -~ DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

(6)  All electronic files and images shall be accompanied by a production
transmittal letter, which includes:

(a) A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(b)  Anindex that identifies the corresponding consecutive document
identification number(s) used to identify each person’s documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13.

14.

Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of the Company’s document retention policy, but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of the content of
such documents.

Incomplete Records: If the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. If books and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
“est.” If there is no reasonable way for the Company to make an estimate, provide an
explanation.



15.

Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive
to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.



SPECIFICATIONS

Demand is hereby made for the following documents:

1.

2.

All communications between the Company and LabMD.

All documents related to work the Company performed for LabMD, including but not
limited to: estimates or proposals for work; contracts; statements of work; service
agreements; invoices; security assessments of any kind, including server or network
scans; penetration tests; forensic reports or analyses of any security incident; or internal
records, notes or work papers.

Documents sufficient to show version(s) and capabilities of any software the Company
sold, provided, installed, updated, or maintained on LabMD’s network, including, but not
limited to operating system software, data backup software, database software, billing
software, or antivirus software.

Documents sufficient to show how the software sold, provided, installed, updated, or
maintained on LabMD’s network was configured, including the settings provided by the
Company at the time the software was sold, provided, installed, or updated.

Documents sufficient to show the settings the Company configured, maintained, updated,
or deployed for all software the Company sold, provided, installed, updated, or
maintained for LabMD.

Documents sufficient to show any hardware the Company sold, provided, or installed for
LabMD, including, but not limited to, servers, workstation computers, firewalls, routers,

or switches.

Documents sufficient to show how the Company configured, maintained, updated, or
deployed the ZyXel firewall it delivered to LabMD on May 12, 2006 or any other similar

hardware.

Documents sufficient to show the functions and capabilities of the ZyXel firewall the
Company delivered to LabMD on May 12, 2006 and any other similar hardware.

All files relating to LabMD.

-10-



10. All materials considered in preparing the affidavit executed by Allen Truett on May 20,
2011.

October 24, 2013 By: %@W‘v @C

Alain heer '
Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)
Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By:
Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

In the Matter of

LabMD, Inc., DOCKET NO. 9357
a corporation,

Respondent.

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: DOme
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013



ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order™) shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information” shall refer to, but shall not be limited to,
an individual’s Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FT C”), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding.

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4. The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counse] believes the material so designated constitutes
confidential material as defined in Paragraph 1 of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portlons have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed ir
camera. To the extent that such material was originally submitted by a third party, the
party including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material.



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transcript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter’s efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the

. preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CFR 4.12,

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion
of this proceeding.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1. I, , have personal knowledge of the facts set forth below

and am competent to testify as follows:
2. I have authority to certify the authenticity of the records produced by Automated PC
Technologies Inc. and attached hereto.
3. The documents produced and attached hereto by Automated PC Technologies Inc. are
originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of the regularly conducted activity of Automated PC
Technologies Inc.; and
c) Were made by the regularly conducted activity as a regular practice of Automated

PC Technologies Inc.

I certify under penalty of perjury that the foregoing is true and correct.

Executed on , 2013.

Signature
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BCP PRODUCTION
GUIDE




As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP’s experience

with many different submissions; follow them to organize your submission and minimize
the chance of incompatibility with BCP’s processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.

1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertaining to metadata, format, etc., for certain types of documents. See
section 2 of these instructions (entitled “Preparing Collections™) for details.

a. Concordance Version and Load Files

BCP uses LexisNexis® Concordance® 2008 v 10.05. With the production, you
must submit:
¢ an Opticon image load file (OPT) containing a line for every image
file in the production, and
¢ a Concordance delimited data load file (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native file links where applicable.

b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP will request replacement for any infected media,
which may affect the timing of your compliance with BCP’s request.

c. Extracted Text/ OCR

Submit text:
s as document-level text files,
e named for the beginning Bates number, and
» organized into a folder separate from images.

BCP cannot accept Unicode text files and will request replacement files if
received.




d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to

apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian’s document set.

e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc

IDs), use a consistent number of numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
e ABC-FTC0000001
e ABCFTC0000001

Unacceptable format
e ABC 0000001

f. Recommended Delimiters

BCP strongly recommends using these delimiters in delimited data load files:

Description Symbol ASCII Character
Field Separator 0 20

Quote Character b 254

Multi Entry delimiter ® 174

<Return> Value in data | ~ 126

g. Image Files

BCP only accepts image files that are:
e 300 DPI
e single-page Group IV TIFF files
¢ or color JPEG image files where color is necessary to interpret
content

h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

Preparing Collections
a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text




Metadata & Other Information Requirements

Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Document Info / Concordance Field

Metadata Description Name
Beginning Bates number ggsu:i?mng bates number for the BEGBATES
Ending Bates number The ending bates number for the ENDBATES
document

Page Count The total number of pages in the PGCOUNT
document

Custodian Mailbox where the email resided CUSTODIAN

b. Preparing Email & Attachments
Email: Submit TIFF images with extracted text of email

Attachments:
+ Submit Microsoft Excel and PowerPoint files in native
format with extracted text and metadata.
¢ Submit Microsoft Access files and other multimedia files
in native format with metadata only.
e Submit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements

e Preserve the parent/child relationship in email by including
a reference to all attachments.

e Produce attachments as separate documents and number
them consecutively to the parent email.

¢ Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.

Metadata for Emails

Document Info / Description Concordance Field
Metadata =escriplion Name

Beginning Bates number ghe beginning bates number for the BEGBATES
ocument

Ending Bates number Ihe ending bates number for the ENDBATES
ocument

Page Count ;irhe total number of pages in the PGCOUNT
ocument




Custodian Mailbox where the email resided CUSTODIAN
To Recipient(s) of the email RECIPIENT
From The person who authored the email FROM

cC Person(s) copied on the email cC

BCC Person(s) blind copied on the email BCC

Date Sent Date the email was sent DATESENT
Time Sent Time the email was sent TIMESENT
Subject Subject line of email SUBJECT
Date Received Date the email was received DATERCVD
Time Received Time the email was received TIMERCVD
e, e e o | ArracveT
Locionr | Lecton ot perond o
Message ID mumber in othe mestage sysems. | MESSAGEID

Metadata for Attachments

Document Info /

Description

Concordance Field

Metadata Name
Beginning Bates number :i”’e beginning bates number for the | pp g ) g
ocument
Ending Bates number The ending bates number for the ENDBATES
document
Page Count g‘he total number of pages in the PGCOUNT
ocument
Custodian The name of the original custodian of CUSTODIAN
the file
Parent Record ?;i;?nmg bates number of parent PARENTID
The date attachment was saved at the
Creation Date location on the electronic media for CREATEDATE
the first time
The time the attachment was saved at
Creation Time the location on the electronic media CREATETIME
for the first time
Modified Date The date/time the attachment was last MODDATE
changed, and then saved
Modified Time The time the attachment was last MODTIME
changed, and then saved
The time the attachment was last
Last Accessed Date opened, scanned, or even “touched” LASTACCDATE
by a user or software activity
The time the attachment was last
Last Accessed Time opened, scanned, or even “touched” LASTACCTIME

by a user or software activity




The amount of space the file takes up
on the electronic media. Usually

recorded in kilobytes, however may FILESIZE
be reported in single bytes

Size

The name of the attachment including
File Name the extension denoting the application | FILENAME
in which the file was created

Relative path of submitted native files NATIVELINK
such as Excel spreadsheets

The SHA (Secure Hash Algorithm) or
Hash MDS5 (Message Digest) hash for the | HASH
original native file if available

Native link

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint files in native
format with extracted text and metadata.

b. Submit other files and attachments as images with extracted text and
metadata.

Metadata & Other Information Requirements

Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Metadata and other information requirements for native files
Document Info / Concordance

Metadata Description Field Name
Beginning Bates number | The beginning bates number for the document BEGBATES
Ending Bates number The ending bates number for the document ENDBATES

| Page Count The total number of pages in the document PGCOUNT
Custodian The name of the original custodian of the file CUSTODIAN
Creation Date The date attachment was saved at the location on CREATEDATE

the electronic media for the first time

The time the attachment was saved at the
location on the electronic media for the first time CREATETIME

Creation Time

The date/time the attachment was last changed, MODDATE

Modified Date and then saved

Modified Time The time the attachment was last changed, and MODTIME
then saved
The time the attachment was last opened,

Last Accessed Date scanned, or even “touched” by a user or software | LASTACCDATE
activity
The time the attachment was last opened,

Last Accessed Time scanned, or even “touched” by a user or software | LASTACCTIME
activity

Size The amount of space the file takes up on the FILESIZE

electronic media. Usually recorded in kilobytes




The name of the file including the extension

File Name denoting the application in which the file was FILENAME
created

Native link Relative path of submitted native files NATIVELINK
The SHA (Secure Hash Algorithm) or MD35

Hash Hash for the original native file if available HASH

3. Submitting Your Production

Once you’ve prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts

Submit any of the following:
e For Productions under 10 gigabytes:
o CD-R CD-ROM optical disks formatted to ISO 9660
specifications
o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives

e For Productions gver 10 gigabytes
o IDE, EIDE and SATA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives

b. Submit a Production Transmittal Letter

For any format, accompany the submission with a letter that includes all of the
following:
volume name,
Bates ranges and custodians,
total number of records,
total number of images or files,
list of fields in the order in which they are listed in the data files,
date and time format, and
conftrmation that the number of files on the volume match the load
files.




United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS

David Lapides

Sandy Springs, Georgia Police Department
7840 Roswell Road

Suite 301

Sandy Springs, GA 30350

Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Detective Lapides:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[c]ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. . ..” 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD’s counsel to find a mutually convenient date for your deposition.

On August 29, 2013, the Federal Trade Commission’s Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (“Protective Order”) in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.

I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,

e e—————

Laura Riposo VanDruff
Enclosures (2)

cc:  Michael Pepson (via email)
Reed Rubinstein (via email)



SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

Detective David Lapides

Sandy Springs, Georgia Police Department
7840 Roswell Road, Suite 301

Sandy Springs, GA 30350

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
ltem 5, and at the request of Counsel listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION

Federal Trade Commission
Southeast Region

225 Peachtree Street, NE, Suite 1500
Atlanta, GA 30303

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other designated counsel

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

8. COUNSEL AND PARTY ISSUING SUBPOENA
Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

(202) 326-2999

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

{ o ih—

GENERAL INSTRUCTIONS

APPEARANCE

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission’s Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel
listed in item 8, and upon all other parties prescribed
by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in ltem 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive trave! for
you to appear, you must get prior approval from Counsel
listed in Item 8.

A copy of the Commission's Rules of Practice is available

online at hitp://bit.ly/FTCRulesofPractice. Paper copies are

available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-C (rev. 1/97)



RETURN OF SERVICE

1 hereby certify that a duplicate original of the within
subpoena was duly served:  (check the method used)

C inperson. ,

wby-registered-mail— / &Aé"zﬁ fﬂ/fﬂ&wﬂ’a’/‘f &AIMWJUM/
G-tyrogitersmai—oy feder! Beprot-t7 B Cormisrin ol 94 (2)(2)
C by leaving cop}St prinz’;)aZfﬁce cZ-ace of business, to wit:

Delech e Dovid Lapr

Sy Soriue, o Rl Dionent-

7840 Bomatl Rond], dodlte S0

Gy Gyt A 32350

on the person named herein on:
October 25, 2013
(Month, day, and year)

Matthew Smith

(Name of person making service)

Paralegal
(Officiat title)



CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.
October 24, 2013 By: /# Z 2% ;

“Matthew Smith
Federal Trade Commission
Bureau of Consumer Protection




UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)

In the Matter of )

v )
LabMD, Inc., ) DOCKET NO. 9357

a corporation, )

Respondent. )

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31 (d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: D
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013



ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order”) shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information™ shall refer to, but shall not be limited to,
an individual’s Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FTC”), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding.

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment,

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4. The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes
confidential material as defined in Paragraph 1 of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL — FTC Docket No. 9357 or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law. Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (¢) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, vse or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed in
camera. To the exient that such material was originally submitted by a third party, the
party including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material.



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transeript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by

. this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter’s efforts to challenge the disclosure of confidential material, In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counse] all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4,12 of the Rules of Practice, 16 CFR 4.12,

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion
of this proceeding.



United States of America
FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS

Cypress Communications, LLC
3565 Piedmont Road

Building 4, Suite 600

Atlanta, GA 30305

Re: In the Matter of LabMD. Inc., FTC Docket No. 9357

To Whom It May Concern:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[c]ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary [of the Commission], requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. ...” 16 CF.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD’s counsel to find a mutually convenient date for your deposition.

The Commission’s Rules of Practice also provide that “[c]ounsel for a party may sign and
issue a subpoena, on a form provided by the Secretary [of the Commission], commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. . . .” 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of Cypress Communications, LLC’s documents. The subpoena and its
schedule and exhibits are enclosed.

On August 29, 2013, the Federal Trade Commission’s Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the “Protective Order”) in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena’s schedule.

Any documents you produce to the Commission that are confidential must include the
notice “CONFIDENTIAL — FTC Docket No. 9357,” in accordance with paragraph 6 of the
Protective Order. If you produce confidential documents in electronic format, such as on a CD



or other media, you may place the “CONFIDENTIAL ~ FTC Docket No. 9357” designation on
the CD.

I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,

Laura Riposo VanDruff

Enclosures (2)

cc:  Michael Pepson (via email)
Reed Rubinstein (via email)



SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

Cypress Communications, LLC
3565 Piedmont Road

Building 4, Suite 600

Atlanta, GA 30305

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel listed in Item 8, in the proceeding described in ltemn 6.

3. PLACE OF DEPOSITION

Federal Trade Commission
Southeast Region

225 Peachtree Street, NE, Suite 1500
Atlanta, GA 30303

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other designated counsel

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

8. COUNSEL AND PARTY ISSUING SUBPOENA
Laura Riposo VanDruff, Compiaint Counsel
Federal Trade Commission

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

(202) 326-2999

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

AT

GENERAL INSTRUCTIONS

APPEARANCE

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10

days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel

listed in ltem 8, and upon all other parties prescribed

by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in item 8.

A copy of the Commission’s Rules of Practice is available
online at http:/bit.lv/FTCRulesofPractice. Paper copies are

available upon request.

This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-C (rev. 1/97)



RETURN OF SERVICE

I hereby certify that a duplicate original of the within
subpoena was duly served:  (check the msthod used)

C in person.
{ by registered mail.

& by leaving copy at principal office or place of business, to wit:

Cypmo- Commuaicebions, LLC
3565 | eJmm‘f Road

Bw‘(cl: cSwt ¢ 600

Aﬂf'/./n‘/'&» 30305

via. //Jw/ Exparent on Oetoloe- 24 2043@ orrapht delivery, prrsomt~fo

on the person namedherem on: Commz;sfm role 4 Y (<) ) (2)
October 25, 2013

(Month, day, and year)

Matthew Smith

(Name of person malding service)

Paralegal
(Officlal title)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc.,
a corporation

DOCKET NO. 9357

COMPLAINT COUNSEL’S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO
CYPRESS COMMUNICATIONS, LLC

PLEASE TAKE NOTICE, pursuant to Rules 3.33(a) and (c)(1) of the Federal Trade

Commission’s Rules of Practice, 16 C.F.R. §§ 3.33(a) and (c)(1), that Complaint Counsel will
take the deposition of Cypress Communications, LLC (“Cypress”) or its designee(s), who shall
testify on Cypress’s behalf about matters known or reasonably available to Cypress.

DEFINITIONS

The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

The term “Containing” means containing, describing, or interpreting in whole or in part.

The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

“Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

“LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees, and agents.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

-1-



10.

11.

12.

13.

The term “Person” means any natural person, corporate entity, partnership, association,
joint venture, governmental entity, or other legal entity.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (¢) a home or other physical address, including street name and name of city or
town; (d) date of birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie” or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Security Incident” means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.

“You” or “Your” means Cypress Communications, LLC or “Cypress.”
The use of the singular includes the plural, and the plural includes the singular.
The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

DEPOSITION TOPICS

Cypress Communications, LLC (“Cypress”) is advised that it must designate one or more

officer, director, managing agent, or other Person who consents to testify on its behalf, and may
set forth, for each Person designated, the matters on which he or she will testify. The Persons so
designated shall testify as to matters known or reasonably available to Cypress relating to the

following topics:

1.

The authenticity and admissibility under the provisions of Rule 3.43 of the Federal Trade |
Commission’s Rules of Practice, 16 C.F.R. § 3.43, of documents produced in response to
the Federal Trade Commission’s separate subpoena duces tecum to Cypress.

Products and services provided by Cypress to LabMD, including hardware or software
provided, installed, operated, or maintained by Cypress for LabMD.

Addressing information for servers, computers, firewalls, routers, and other devices used
in connection with LabMD’s computer network(s), including Internet Protocol (IP) and
Media Access Control (MAC) addresses.



4. The configuration of any hardware or software Cypress provided, installed, operated,
maintained, or supported for LabMD.

5. The capabilities of any hardware or software Cypress provided, installed, operated,
maintained, or supported for LabMD.

6. The intrusion detection or intrusion protection functions performed by any hardware or
software Cypress provided, installed, maintained, operated, or supported for LabMD.

7. Any Security Incidents at LabMD.

October 24, 2013 By: W

Alain Sheer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection

Federal Trade Commission

600 Pennsylvania Avenue, NW

Room NJ-8100

Washington, DC 20580

Telephone: (202) 326-2999 (VanDruff)
Facsimile: (202) 326-3062

Electronic mail: lvandruff@ftc.gov




CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By: ﬁm——_—_"

Matthew Smith
Federal Trade Commission
Bureau of Consumer Protection



SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)

1. TO

Cypress Communications, LLC
3565 Piedmont Road

Building 4, Suite 600

Atlanta, GA 30305

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counse! listed in ltem 9, in

the proceeding described in ltem 6.

3. PLACE OF PRODUCTION

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.
Room NJ-8100

Washington, D.C. 20001

4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

5. DATE AND TIME OF PRODUCTION

November 21, 2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 8357

7. MATERIAL TO BE PRODUCED

Se'e attached Schedule and Exhibits, including the Protective Order Governing Discovery Material.

8. ADMINISTRATIVE LAW JUDGE

Chief Judge D. Michael Chappell

Federal Trade Commission
Washington, D.C. 20580

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Federal Trade Commission

601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001

(202) 326-2282

DATE SIGNED

October 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

Fop Coe

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particutar must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affidavit of service of
the document upon counsel fisted in ltem 9, and upon all
other parties prescribed by the Rules of Practice.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance.
You should present your claim to counsel listed in ltem 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counset listed in ltem 9.

A copy of the Commission's Rules of Practice is available
online at hitp://bit W/FTCRules:fPractice. Paper copies are

available upon request.

This subpoena does not reguire approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-E (rev. 1/97)



RETURN OF SERVICE
| hereby certify that a duplicate original of the within
subpoena was duly served:  {check the method used)

" inperson.
C by registered mail.

(& by leaving copy at principal office or place Z lz:siness, to wit:
Ypren- Pn e hors,

) dmoat Aoud
A,

Mkl h-S0305- -~
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc., DOCKET NO. 9357

a corporation

COMPLAINT COUNSEL’S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
CYPRESS COMMUNICATIONS, LL.C

Pursuant to Complaint Counsel’s attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.

DEFINITIONS

1. “All documents” means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. The term “Communication” includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. “Company” shall mean Cypress Communications, LLC (“Cypress™), its wholly or
partially owned subsidiaries, unincorporated divisions, joint ventures, operations under
assumed names, and affiliates, and all directors, officers, employees, agents, consultants,
and other persons working for or on behalf of the foregoing.

4. “Complaint” means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28, 2013.
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10.

11.

12.

The term “Containing” means containing, describing, or interpreting in whole or in part.

“Document” means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,
code book or label. “Document” shall also include electronically stored information
(“ESI”). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as will enable conversion of such ESI into a reasonably usable form.

The term “Documents Sufficient to Show” means both documents that are necessary
and documents that are sufficient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.

The terms “each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

“Includes” or “including” means “including, but not limited to,” so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

“LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.

“Or” as well as “and” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

The term “Person” means any natural person, corporate entity, partnership, association,
joint venture, governmental entity, or other legal entity.



13.

14.

15.

16.

17.

18.

19.

“Personal Information” means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of birth; (¢) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a “cookie” or processor serial number.

The terms “Relate” or “Relating to” mean discussing, constituting, commenting,
containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

“Security Incident” means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.

“Subpoena” means the Subpoena to Cypress Communications, LLC, including this
Schedule and Exhibits, and including the Definitions, Instructions, and Specifications.

“You” or “Your” means Cypress Communications, LLC or the “Company.”
The use of the singular includes the plural, and the plural includes the singular.
The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2006 to present.

Petitions to Limit or Quash: Pursuant to Commission Rule of Practice § 3.34(c), any
motion to limit or quash this subpoena must be filed within ten days of service thereof.

Protective Order: On August 29, 2013, the Court entered a Protective Order governing
discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

Document Identification: Documents that may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, the
Company’s response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearranged; if documents are removed
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from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in licu of
original documents, provided that the originals are retained in their state at the time of
receipt of this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intelligible.

Sensitive Personally Identifiable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of these requests, sensitive personally identifiable information
includes: an individual’s Social Security number alone; or an individual’s name or
address or phone number in combination with one or more of the following: date of birth,
Social Security number, driver’s license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of health care to an
individual, or the past, present, or future payment for the provision of health care to an
individual.

Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Claims of Privilege: Pursuant to the Federal Trade Commission’s Rule of Practice
3.38A, 16 C.F.R. § 3.384, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
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10.

11.

12.

individually for each item withheld: (a) the document control number(s); (b) the full title
(if the withheld material is a document) and the full file name (if the withheld material is
in electronic form); (c) a description of the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; (j) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only part of
a responsive document is privileged, all non-privileged portions of the document must be
produced.

Certification of Records of Regularly Conducted Activity: Attached as Exhibit Bisa
Certification of Records of Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

Continuning Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

Document Retention: The Company shall retain all documentary materials used in the
preparation of responses to the specifications of this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of whether the Company believes such documents are protected
from discovery by privilege or otherwise.

Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.
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Electronically Stored Information: Documents created, utilized, or maintained
in electronic format in the ordinary course of business should be delivered to the

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (1)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition (“OCR”) and all related metadata, and with corresponding image
renderings as converted to Group 1V, 300 DPI, single-page Tagged Image File
Format (“TIFF”) or as color JPEG images (where color is necessary to
interpret the contents); and

(c) Each electronic file should be assigned a unique document identifier
(“DoclID”) or Bates reference.

Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(a) Each page shall be endorsed with a document identification number
(which can be a Bates number or a document control number); and

(b)  Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the original
document; and

(¢)  Documents shall be produced in color where necessary to interpret them
or render them intelligible.

For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:



(4)

®

(a)

(b)

(©)

(d)

For electronic mail: begin Bates or unique document identification
number (“DocID”), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bee, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments (“AttachIDs”) delimited by a semicolon, MD5 or SHA Hash
value, and link to native file;

For email attachments: begin Bates or DocID, end Bates or DocID,
parent email ID (Bates or DocID), page count, custodian, source
location/file path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;

For loose electronic documents (as retrieved directly from network file
stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, file path, filename, file extension, file size,
author, date and time created, date and time modified, date and time
printed, MDS5 or SHA Hash value, and link to native file; and

For imaged hard-copy documents: begin Bates or DocID, end Bates or
DoclD, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.

If you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.

Submit electronic productions as follows:

(2)

(b)

©
(d)

With passwords or other document-level encryption removed or otherwise
provided to the FTC;

As uncompressed electronic volumes on size-appropriate, Windows-
compatible, media;

All electronic media shall be scanned for and free of viruses:

Data encryption tools may be employed to protect privileged or other
personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in
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advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and

(e)  Please mark the exterior of all packages containing electronic media sent
through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

(6)  All electronic files and images shall be accompanied by a production
transmittal letter, which includes:

(a) A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(b)  An index that identifies the corresponding consecutive document
identification number(s) used to identify each person’s documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13.

14.

Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of the Company’s document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of the content of
such documents.

Incomplete Records: If the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. If books and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
“est.” If there is no reasonable way for the Company to make an estimate, provide an
explanation.



15.

Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive
to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.




SPECIFICATIONS

Demand is hereby made for the following documents:

1.

All communications between the Company and LabMD, including, but not limited to,
files maintained by Cypress Sales Representative Jared Abram.

All documents related to work the Company performed for LabMD, including but not
limited to: estimates or proposals for work; contracts; statements of work; service
agreements; invoices and reports of work performed; security assessments of any kind,
including server or network scans; penetration tests; forensic reports or analyses of any
security incident; and records, notes, or work papers.

Documents sufficient to show address information for servers, computers, firewalls,
routers, and other devices used in connection with LabMD’s computer network(s),
including Internet Protocol and Media Access Control addresses.

Documents sufficient to show the identity, functional capabilities, and terms and
conditions of use of each piece of software and hardware the Company provided,
installed, operated, or maintained for LabMD, including firewalls and routers, and for
each piece of software and hardware, the functions it performed, the entity responsible
for configuring, operating, updating, patching, or maintaining it, its location on LabMD’s
network(s), and the computers, servers, and other devices making use of or connecting to
the software or hardware.

Separately for each piece of software and hardware identified in the response to
Specification 4, documents sufficient to show when and how the software or hardware
was deployed, configured, maintained, updated, or patched.

Documents sufficient to show the intrusion detection or intrusion protection functions
performed by each piece of software or hardware the Company provided, installed,
operated, or maintained for LabMD.
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7. All documents relating to vulnerabilities in each piece of software or hardware identified
in response to Specification 4, including documents relating to the process followed to
identify vulnerabilities, whether the Company or LabMD was responsible for identifying
or remediating vulnerabilities, which remediations were performed, and when, why, and
by whom the remediations were performed.

October 24, 2013 By: W QC

Alain $Heer {
Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)
Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE

This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By:

Matthew Smith
Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)
In the Matter of )
)

LabMD, Inc., ) DOCKET NO. 9357
a corporation, )
Respondent. )
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.31(d) states: “In order to protect the parties and third parties
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section.” 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED: _Dm thw,
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013




ATTACHMENT A

For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order”) shall govern the handling of all Discovery
Material, as hereafter defined. '

1. As used in this Order, “confidential material” shall refer to any document or portion
thereof that contains privileged, competitively sensitive information, or sensitive personal
information. “Sensitive personal information” shall refer to, but shall not be limited to,
an individual’s Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver’s license number, state-issued
identification number, passport number, date of birth (other than year), and any sensitive
health information identifiable by individual, such as an individual’s medical records.
“Document” shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
party. “Commission” shall refer to the Federal Trade Commission (“FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for purposes of this proceeding,

2. Any document or portion thereof submitted by a respondent or a third party during a
Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The parties and any third parties, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwise obtained.

4. The parties, in conducting discovery from third parties, shall provide to each third
party a copy of this Order so as to inform each such third party of his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes
confidential material as defined in Paragraph 1 of this Order.



6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such manner as will not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL — FTC Docket No. 9357 or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation “CONFIDENTIAL — FTC Docket No. 9357” or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor,

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (€) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretary of the Commission, the Secretary
shall be so informed by the Party filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third party, the
party including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera

treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material. Further, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected material.



10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another party or by a third party, they shall
provide advance notice to the other party or third party for purposes of allowing that
party to seek an order that the document or transcript be granted in camera treatment. If
that party wishes in camera treatment for the document or transcript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be part of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another party or third party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter’s efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicability of Rule 4.11(e) of the Commission’s
Rules of Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information, At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission’s obligation to return documents
shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CFR 4.12.

13. The provisions of this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commission, continue to be binding after the conclusion
of this proceeding.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1. 1, , have personal knowledge of the facts set forth below

and am competent to testify as follows:
2. I have authority to certify the authenticity of the records produced by Cypress
Communications LLC and attached hereto.
3. The documents produced and attached hereto by Cypress Communications LLC are
originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of the regularly conducted activity of Cypress
Communications LLC; and
c) Were made by the regularly conducted activity as a regular practice of Cypress

Communications LLC.

I certify under penalty of perjury that the foregoing is true and correct.

Executed on , 2013.

Signature
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As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP’s experience

with many different submissions; follow them to organize your submission and minimize
the chance of incompatibility with BCP’s processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.

1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertaining to metadata, format, etc., for certain types of documents. See
section 2 of these instructions (entitled “Preparing Collections”) for details.

a. Concordance Version and Load Files

BCP uses LexisNexis® Concordance® 2008 v 10.05. With the production, you
must submit:
» an Opticon image load file (OPT) containing a line for every image
file in the production, and
¢ a Concordance delimited data load file (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native file links where applicable.

b. Virus Scanning
All electronic documents and production media shall be scanned and free of

viruses prior to shipping to BCP. BCP will request replacement for any infected media,
which may affect the timing of your compliance with BCP’s request.

- Extracted Text / OCR

Submit text:
e as document-level text files,
e named for the beginning Bates number, and
¢ organized into a folder separate from images.

BCP cannot accept Unicode text files and will request replacement files if
received.

I




d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian’s document set.

e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
IDs), use a consistent number of numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
e ABC-FTC0000001
e ABCFTC0000001

Unacceptable format
e ABC 0000001

f. Recommended Delimiters

BCP strongly recommends using these delimiters in delimited data load files:

Description Symbol ASCII Character
Field Separator O 20

Quote Character b 254

Multi Entry delimiter ® 174

<Return> Value in data | ~ 126

g. Image Files

BCP only accepts image files that are:
e 300DPI
¢ single-page Group IV TIFF files
* orcolor JPEG image files where color is necessary to interpret
content

h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections
a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text




Metadata &

Other Information Requirements

Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Document Info / Descrioti Concordance Field
Metadata Lescription Name

Beginning Bates number ghe beginning bates number for the BEGBATES

ocument
Ending Bates number i ending bates number for the ENDBATES

ocument
Page Count The total number of pages in the PGCOUNT

document

Custodian Mailbox where the email resided CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:

Submit Microsoft Excel and PowerPoint files in native
format with extracted text and metadata.

Submit Microsoft Access files and other multimedia files
in native format with mefadata only.

Submit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements

Preserve the parent/child relationship in email by including
a reference to all attachments.

Produce attachments as separate documents and number
them consecutively to the parent email.

Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.

Metadata for Emails
Document Info / Descrintio Concordance Field
Metadata ~escription Name

The beginning bates number for the

Beginning Bates number d BEGBATES
ocument
Ending Bates number ghe ending bates number for the ENDBATES
ocument
Page Count The total number of pages in the PGCOUNT
document

|




Custodian Mailbox where the email resided CUSTODIAN
To Recipient(s) of the email RECIPIENT
From The person who authored the email FROM
ccC Person(s) copied on the email cC
BCC Person(s) blind copied on the email BCC
Date Sent Date the email was sent DATESENT
Time Sent Time the email was sent TIMESENT
Subject Subject line of email SUBJECT
Date Received Date the email was received DATERCVD
Time Received Time the email was received TIMERCVD
e e e e O | Artacinamd
Location or “Patk” Poders/Deleed Temg/Sent s FILEPATH
NS Ouonk Mg 0 | s
Metadata for Attachments

Document Info /

Description

Concordance Field

by a user or software activity

Metadata Name

Beginning Bates number The beginning bates number for the BEGBATES
document

Ending Bates number The ending bates number for the ENDBATES
document

Page Count The total number of pages in the PGCOUNT
document

Custodian tll;};efﬁzme of the original custodian of CUSTODIAN

Parent Record E:éli?mng bates number of parent PARENTID
The date attachment was saved at the

Creation Date location on the electronic media for CREATEDATE
the first time :
The time the attachment was saved at

Creation Time the location on the electronic media CREATETIME
for the first time

Modified Date The date/time the attachment was last MODDATE
changed, and then saved

Modified Time The time the attachment was last MODTIME
changed, and then saved
The time the attachment was last

Last Accessed Date opened, scanned, or even “touched” LASTACCDATE
by a user or software activity
The time the attachment was last

Last Accessed Time opened, scanned, or even “touched” LASTACCTIME




The amount of space the file takes up
on the electronic media. Usually

recorded in kilobytes, however may FILESIZE
be reported in single bytes

Size

The name of the attachment including
File Name the extension denoting the application | FILENAME
in which the file was created

Relative path of submitted native ﬁles‘ NATIVELINK
such as Excel spreadsheets

The SHA (Secure Hash Algorithm) or
Hash MDS5 (Message Digest) hash for the HASH
original native file if available

Native link

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint files in native
format with extracted text and metadata.

b. Submit other files and attachments as images with extracted text and
metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name

for the delimited data load file.

Metadata and other information requirements for native files

Document Info / Description Concordance
Metadata Field Name

Beginning Bates number | The beginning bates number for the document BEGBATES

Ending Bates number The ending bates number for the document ENDBATES

Page Count The t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>